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ABSTRACT ARTICLE HISTORY
Research relating to hate speech and the darknet have both grown Received 25 September
significantly in the previous decade. Nonetheless, there is a dearth 2024

of empirical research exploring how hate speech manifests within Accepted 29 April 2025
the darknet, the groups targeted. This study seeks to fill this gap KEYWORDS

in the literature by investigating the different targets of hate Hate speech; darknet;
speech within the darknet forum Dread and how posts within this content analysis;
forum are affected by hate motivated events. Through analysis of online forum; Dread;
posts (n = 1,047) 3 months before and after major hate-motivated hate

events, this study finds that approximately 13% (n =135) of posts

in our sample contain hate speech targeting several groups. In

addition we also examined the variations in targets between

forum-specific subjects (internal) and targets outside of the forum

(external). Our findings suggest that there is limited conversation

surrounding hate-motivated events discussed in mainstream media

on Dread. However, instances of hate speech, predominantly tar-

geting religious, racial, and gender-related groups, are present at a

lower percentage in comparison to research conducted about hate

speech on social media platforms.

Introduction

Over the last two decades advancements in telecommunication technology have
shifted both public and private communications online. In many cases the dissem-
ination of content which has been categorized and labelled as hate speech has
benefitted from the limited restriction on content being generated on the internet
during the early twenty first century. While for most of the twenty first century
content on the internet and the largest social media sites has largely gone unchecked,
there have been some efforts to curtail content related to the most extreme hate
speech and drugs on these sites. These efforts have included the implementation
of content moderation and filtering, resulting in deplatforming multiple users from
social media platforms and the expulsion of entire communities from forums like
Reddit (Logie & Das, 2024). While some communities and users have adjusted to
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this new reality by using coded language and memes (Hermida & Santos, 2023;
Karim et al., 2023), other communities and users have created new niche commu-
nities on the darknet. One of the darknet forums which was created as a safe haven
for many of these deplatformed users and communities was the Dread darknet
forum, which has been described by its creator and first administrator in 2017 as
a haven for free speech (see Supplementary Appendix A).

Current research into hate speech has shown that individuals and communities
who choose to remain on mainstream social media platforms have resorted to coded
language and memes to remain in compliance with these platforms policies. We know
that many of the other users and communities like drug buyers and sellers have
migrated to the darknet, based on studies that have focused on darknet marketplaces
and darknet forums. Research in this environment has also shown that darknet forums,
such as Dread, have been used as a place for criminal learning (Logie & Das, 2024).
One understudied area relating to the post on Dread is the immediate impact highly
publicized events have on the posts within the forum. Also, research on the darknet
has yet to determine whether individuals on the Dread darknet forum engage in hate
speech and whether the traditional targets of hate speech have remained the same
in this space. Additionally, while there is literature about how offline events impact
the language of sub-forums and online groups (Chetty & Alathur, 2018), this has yet
to be explored within the context of the darknet.

Our research will examine the Dread darknet forum posts which are not restricted
by the typical mainstream platform policies and moderation. To conduct this research
we used manual content analysis to identify particular instances of hate speech and
supplemented these results with automated content analysis to identify the most
prominent themes when hate speech is used on Dread. For this study, we will look
at how hate speech manifests within posts containing hate speech on Dread. In
addition, we consider if or how it changes due to 7 specific offline events between
2018 and 2023, and how the groups targeted within the forum itself differ from
groups targeted outside of the Dread forum. Our analysis of the posts found that
users do not reference major offline hate crimes discussed on social or legacy media
in the aftermath of the event or following the immediate aftermath of similar events
in the future. Our results also show that when hate speech is used to target members
of the forum (internal), the attacks are most likely to be based on their perceived
sexual orientation or race. Meanwhile, when the targets of posts containing hate
speech are not members of the forum (external), Dread users target these individuals
and groups based on their perceived religious, national origin, or racial identity.

Literature Review

To most acutely describe the prevalence and change in hate speech on a darknet
forum, it is important to first identify what hate speech is, and the biases motivating
different types of hate speech. Hate speech can be designated as “bias-motivated,
hostile, and malicious language targeted at a person or group because of their actual
or perceived innate characteristics” (Siegel, 2020, p. 57). Additionally, Sigurbergsson
and Derczynski (2019) characterized hate speech, “as language that is targeted towards
a group, with the intent to be harmful or cause social chaos” (p. 2). These
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characterizations of hate speech are similar to Caines et al. (2018) who defined hate
speech found in hacker forums as being “characterised as prejudicial diatribes to
provoke action, perhaps violent, against a group or groups” (p. 67). For this study,
we considered hate speech as negative and/or malicious language used against a
person or group solely due to their perceived identity or perceived characteristics.
While some researchers would argue that this fails to delineate “hate speech” from
“offensive speech,” (Davidson et al.,, 2017; Kocon et al.,, 2021), negative language
towards a group oftentimes holds a significant relationship to behavioral change or
hateful action (Arcila Calderén et al., 2024; Cahill et al., 2019; Perry et al., 2020).

The role of the internet and its connection to online hate speech is another con-
tributing factor to the importance of this research. This is highlighted in Brown (2018)
who examines the distinct attributes of online hate speech in contrast to offline hate
speech, emphasizing the unique features of the online environment. The internet
provides users with anonymity, invisibility, community, and instantaneousness, all of
which produce unique and harmful effects when used to distribute hate speech. The
internet is frequently utilized as a platform for individuals with similar beliefs to
connect, including those with hateful ideologies like racism, fostering a transnational
sense of community and giving rise to global racist communities (Bliuc et al., 2018).

Research conducted on online hate speech has also extensively looked into the
roles of platforms. Online social media websites such as Gab (Mathew et al., 2019),
and Twitter (Burnap & Williams, 2015; Watanabe et al., 2018), subforums such as
those on Reddit (Grover & Mark, 2019; Rieger et al., 2021; Weinberg et al., 2025),
and more niche chat rooms such as Stormfront or Telegram (Meddaugh & Kay, 2009;
Weinberg et al., 2024), all have been researched extensively to determine their role
in hate speech targeting different groups. The examination of the environment in
which online hate speech takes place has additionally facilitated a deeper compre-
hension of how each environment fulfills specific functions, such as drawing in
audiences, functioning as an echo chamber for the most radical voices, or establishing
an online in-group identity. The location in which the hateful communication occurs
further contributes to our understanding of online hate speech as the platform
serves a role.

Religiously-Motivated Hate Speech

Online hate speech that stems from religious motivations is a pervasive issue and
has been studied extensively. Previous research has highlighted the connections
between online and offline incidents of hate, such as those targeting religious minori-
ties (Awan & Zempi, 2016). Academic research focusing on online, religiously-motivated
hate speech has investigated a wide range of targets including Jews (Weinberg et al.,
2025; Zannettou et al., 2020), Muslims (Albadi et al., 2018; Awan & Zempi, 2016),
Christians (Ramponi et al., 2022), Hindus (Edwards, 2017), among others.
Comparatively, there have been few articles that research how religiously-motivated
hate speech has translated onto the darknet. Studies such as Topor (2019) have ana-
lyzed the different features of antisemitic speech on the darknet. Topor (2019) exam-
ined how antisemitic activity manifests on the darknet in places like marketplaces,
blogs, chatrooms, and social networks. On these platforms he found antisemitic
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conspiracies and tropes, propaganda and texts such as Mein Kampf and Protocols of
the Elders of Zion, and different types of slander and disinformation directed at mem-
bers of the Jewish community. Further, Kajan (2017) linked anti-immigrant rhetoric
on the darknet to repeated use of offensive rhetoric towards Islam. Kajan (2017) found
common use of generalization and “othering” of Islam as a backwards and violent
faith, propagating negative sentiment towards individuals seeking asylum in Europe
since 2015. These findings regarding offensive rhetoric have corresponded with sig-
nificant increases in hate speech targeting religious and racial minorities in Europe
in the past decade (European Union Agency for Fundamental Rights, 2021). With
increased focus on social action and litigation to crack down on hate speech online
(Gagliardone et al., 2015), hate speech is likely to migrate or adapt, increasing the
use of implicit language, coded language and images, and anonymous networks like
the darknet (Costello & Hawdon, 2020; Weimann, 2024).

Racially and Ethnically-Motivated Hate Speech

In addition to religious groups, individuals in racial and ethnic minority groups com-
monly experience hateful rhetoric offline and online. Hate speech targeting race and
ethnicity has been widely discussed by scholars and defined using a variety of terms.
For the purpose of this study, racially and ethnically-motivated hate speech is explained
using cyber-racism, which is an all-encompassing term used to discuss all forms of
racial hate throughout online networks. Cyber-racism is defined as “any form of com-
munication via electronic or digital media by groups or individuals which seeks to
denigrate or discriminate against individuals (by denying equal rights, freedom and
opportunities) or groups because of their race or ethnicity” (Bliuc et al., 2018, p. 76).

Through cyber-racism, people of color, particularly Black individuals, are persistently
dehumanized and de-individualized through the internet (Tynes et al., 2018). A recent
study found that 21% of Black youth in the US have experienced harassment due to
their race (Vogels, 2022). Additional minority groups who have been targeted include
the Asian community, which spiked during the COVID-19 pandemic (Dubey, 2020).
The effects of online racism include detrimental psychological outcomes (i.e. anxiety,
depression moods, and low self-esteem) on racial/ethnic minority groups (Scott &
Barlett, 2023). Cyber-racism is pervasive, operating as a “never-ending pipeline” allowing
people of color to constantly experience racism due to their repetitive exposure online
(Keum & Miller, 2017, p. 311). Online racist encounters produce a persistent electronic
record, one that is publicly available to a large audience, creating room for further
victimization through comments, likes, sharing, meming, gaming, and much more
(Tynes et al., 2018).

The literature finds that groups communicate racism through platforms such as
group websites, group forums, and games (Bliuc et al., 2018). These internet platforms
are used by those with racist ideologies which creates a transnational community
allowing international racist communities to develop a sense of belonging with other
like-minded individuals (Bliuc et al., 2018).

Although the majority of cyber-racism has been found and amplified throughout
social media platforms such as Twitter, Facebook, Instagram, and YouTube (Al-Rawi,
2021), there remains limited discussion around cyber-racism that occurs or translates



JUSTICE QUARTERLY e 5

to the darknet. However, recent trends show individuals engaged in cyber-racism
embracing and utilizing dark social media platforms which have the following char-
acteristics: (1) platforms which allow content that is considered to be harmful (e.g.
drugs, cyberbullying, and hate speech); (2) platforms which provide anonymity to its
users; and (3) platforms which limit public access to user generated content (Al-Rawi,
2021). In addition, Al-Rawi (2021) has suggested that these platforms are utilized by
internet users who failed to alter their online messages in response to content mod-
eration and community guidelines or by those who have been banned from main-
stream social media sites such as Reddit and Facebook. Specifically, Telegram is
considered the most popular dark social media network which is an encrypted instant
messaging mobile application that was originally created to hinder the government’s
ability to perform surveillance of communication (Cook, 2018; Rogers, 2020). Al-Rawi,
2021 study on posts from 15 far-right Telegram channels show that this dark social
media platform is centered on White individual’s “perceived grievances and discussions
on conservatism followed by minorities as the problem” (p. 821). The conversation
around dark social media platforms is important when understanding where
cyber-racism has shifted to after regulations were implemented on mainstream social
media platforms. Although literature has found racist or far-right extremist language
on dark social media platforms, there remains limited discussion on the occurrence
of cyber-racism on darknet platforms such as Dread, who is being targeted, and how,
creating a current gap in the literature.

Sexist-Motivated Hate Speech

Online hateful rhetoric also extends to an individual’s sex and predominantly targets
women online. We recognize that the identity of “woman” transcends biological sex,
but as we will cover transphobic and gender identity-based hate speech as a separate
category, this section will focus on hate speech targeted towards women under the
label of “sex” and “sexism.” The most common manifestations of sex-based online hate
and harassment include sex-based hate speech, cyberstalking, and rape threats (Powell
& Henry, 2017). Hate rooted in gendered stereotypes and the sexualization of women
in offline society is then translated into the digital world as well (Fox et al., 2015).
According to Powell and Henry (2017), online sexual harassment and cybersexism
operates to reinforce “heterosexual and patriarchal norms” which function as a form
of social control (p. 190). Victims of sexist hate speech online, similarly to the other
populations in this study, can experience psychological and emotional trauma which
can then lead to anxiety, depression and the withdrawal from online spaces (Powell
& Henry, 2017).

Discussions around online hate speech against race and sex have been intersected
to explain health and relational harms caused to the victims (Tjon Soei Len & de
Ruijter, 2023). This leads to the interplay of race and sex in the targeting of victims
online for hate speech, fostering an environment for intersectional oppression and
discrimination. When an online community does not discourage sexist hate speech,
it can foster an environment where misogyny is normalized and threats of rape and
other forms of violence are accepted (Powell & Henry, 2017).
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LGBTQ+-Motivated Hate Speech

According to the Gay and Lesbian Alliance Against Defamation (GLAAD,) 2024 Social
Media Safety Index (SMSI), the internet remains an unsafe and threatening environ-
ment for the Lesbian Gay Bisexual Transgender Queer+ (LGBTQ+) community. The
SMSI scores popular social media sites on their ability to protect LGBTQ+ users from
hate speech, harassment and discrimination on a scale of A+ (a perfect score) to an
F (the worst score). In 2023, Tiktok had the highest score of a D+while Facebook,
Instagram, YouTube, Threads, and Twitter all scored an F (GLAAD, 2024). Even with
the inclusion of anti-discrimination policies on these platforms, this report finds that
“shocking, dehumanizing” anti-LGBTQ+ posts and language continues to increase
without clear intentions to stop this hate (GLAAD, 2024, p. 14). This paper will focus
on hate speech on the darknet, however with limited literature on this topic relating
to anti-LGBTQ+ hate speech, public social media and sites are the only source for
analyzing relevant research.

Hate speech online can result in harmful consequences for the communities targeted,
whether the intention was to harm or not. Research has found that specifically in the
LGBTQ+ community, hate speech has resulted in a negative impact on self-esteem, psy-
chological distress, silencing and restrictions on movement due to fear (Nyman & Provozin,
2019). This is similar to the experience of women who face sexist hate speech online, but
with a few key differences. “Silencing” due to online hate speech is the limiting of an
activist or community members’ ability to express themselves in the online environment,
typically resulting in keeping their identity and communications online more private and
restricted (Nyman & Provozin, 2019). Silencing can also lead to a hesitancy or refusal to
report hate speech online to authorities to have it prevented or removed, which also
results in a feeling of helplessness for the victims of this language and threat. This fear is
also born of the real possibility of online hate speech becoming offline hate crime violence,
hence the restriction on travel freedoms (Nyman & Provozin, 2019).

Transphobic hate speech online in the past few years has become more prevalent
on social media as it takes center stage politics as well as other social issues. A
common manifestation of transphobic hate speech online is the framing of this com-
munity as “mentally ill,” “mentally confused,” “freakish” and corrupting tradition (Keighley,
2022, GLAAD, 2024; Keighley, 2023; Keighley, 2024). The label of “pedophile” and
“groomer” have become common slurs for LGBTQ+ people overall and has manifested
in physical violence as a means of saving children in hypothetical danger (GLAAD,
2024). Building on this idea of transgender people being a threat to children, another
common materialization of transphobia online is the idea of “indoctrination” and
“gender ideology” (GLAAD, 2024). Characterizations of transgender people as propo-
nents of an agenda which is “turning” people trans or queer in general, has created
even more fear around the community. Our observations of hate speech against
members of these communities currently comes from public sites. This paper will
explore how this preexisting hate is manifesting on the Dread darknet forum.

Darknet Research

Studies conducted on the darknet over the last decade have covered a range of topics
including drugs (Maras et al., 2023; Martin et al,, 2020), guns (Broadhurst et al., 2020; Lee
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et al,, 2024), harm reduction (Logie et al., 2023), knowledge sharing (Logie & Das, 2024;
Maras et al.,, 2024), and crime-as-a-service (Logie & Maras, 2024). These studies have focused
on a variety of platforms and services including marketplaces, shops, financial exchanges,
and forums. They have however not addressed the presence of hate speech within darknet
forum posts. The aim of this study is to shed light on hate speech within the Dread darknet
forum by analyzing Dread forum posts containing hate speech.

Online Forum Research

Online Forums have been investigated by several researchers to better understand
criminal activities. These studies have occurred both on clearnet forums and darknet
forums. The clearnet or what is commonly referred to as the world wide web is the
indexed part of the internet which is accessible using internet browsers like Safari or
Google Chrome. Unlike the clearnet, the darknet is an unindexed internet segment,
unused by most internet users, but actively employed by a select group of users
(Logie & Das, 2024). Access to the darknet is facilitated by specialized browsers which
are capable of accessing darknet networks like Tor, Freenet, or I2P, enabling users to
maintain anonymity and evade detection (Logie & Das, 2024; Maras et al., 2023).

Researchers have also examined both general purpose forums which cover multiple
interests and niche forums which are dedicated to specific subject matters. Select
studies of online forums have covered the use of aggressive language on hacker
forums (Caines et al., 2018), communities of practices and learning environments
(Maras et al., 2024), harm reduction (Logie et al., 2023), fentanyl (Garg et al., 2021;
Spadaro et al., 2022), and elderly fraud (Logie and Das 2024). While these studies
show the insights gained from conducting research into darknet forum activities,
several limitations have also been identified when conducting research in this envi-
ronment. One of the constant challenges faced by all darknet researchers is the
constant need to update data collection software to adapt to darknet websites updates.

Researchers analyzing general forums (Reddit) and darknet marketplaces (Alphabay 2)
have found that only 3% to 25% percent of user posts are related to a specific niche topic
(Garg et al., 2021; Logie et al., 2023; Spadaro et al.,, 2022). This however is not the case
when researchers examined a forum dedicated to a specific topic. Holt et al. (2008) found
that most posts in the sex work forum was dedicated to the stated purpose of the forum.
However, when Caines et al. (2018) examined aggressive speech in specialized hacker
forums they also concluded that aggressive speech is mild within hacker forums in com-
parison to the comment section of certain internet Wikis. These studies may indicate that
when forums are not the focus of the topic being researched they may be present within
the forum at low levels in comparison to other topics discussed in the forum. Finally
several studies have determined approximately 25% of all social media content can be
categorized as hate speech with 12% of this content being explicit hate speech while 13%
of the content is implicit hate speech (Kaakinen et al., 2018; Schmitz et al., 2024)

Current Study

Dread is one of the oldest operational forums on the darknet established during the
first quarter of 2018 after the deplatforming of several groups and individuals from
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Reddit. Dread was founded on the principle of free speech with few exceptions which
are outlined in their community guideline sections (see Supplementary Appendix A).
“Its founder and early adopters also perceived it as necessary to allow free speech
without censorship to continue” (Logie & Das, 2024, p. 6). Unlike many of the most
notable forums currently operating on the darknet, Dread is a general purpose forum
with sub-forums (sub-Dreads) dedicated to a variety of topics (e.g. hacking, drugs,
fraud, country specific forums, libertarianism, harm reduction, and general discussion)
(see Supplementary Appendix B). Membership is not required to access the content
posted in the Dread forum. It does require membership to be an active participant;
post in sub-Dreads, write comments on posts, purchase sponsored posts or ads, and
access the Dread store. Like many other darknet marketplaces and forums, Dread has
been funded primarily through donations, the sale of ads, and the sale of promo-
tional posts.

Dread was selected as the forum for analysis based on: (1) being a general purpose
forum which allows for individuals with a variety of interest to gather an interact; (2)
having approximately 422,000 registered members and 2,200 public sub-Dread forums
as of January 2025 (See Supplementary Appendix B); (3) being listed on several
darknet index sites (Tor Taxi, Darktrain Express, and Dark Eye); (4) very few topics are
banned by the forum'’s rules (See Supplementary Appendix A); and (5) used as a
forum of analysis in recent studies (Logie et al., 2023; Logie & Das, 2024). In compar-
ison many of the other forums active on the darknet and listed on darknet indexing
sites focus on topics like hacking (Crypto BB), or drugs (Breaking Bad) while also
having a smaller number of registered users, and have not been in operation as long
as Dread.

Data & Methods

We used qualitative methods to examine the themes and content of Dread forum
posts related to specific search terms (see Table 1) and within a specific timeframe
of the following events: (1) Hamas Attack on Israel—October 7th, 2023, (2) Tree of
Life Synagogue Shooting—October 27th, 2018, (3) El Paso Walmart Shooting—August
3rd, 2019, (4) Buffalo Shooting—May 14th 2022, (5) Christchurch Mosque Shooting—
March 15th, 2019, (6) US Withdrawal from Afghanistan and Abbey Gate Bombing,—
August 26th, 2021, and (7) Club Q Nightclub Shooting—November 19th, 2022. The
collection of posts was limited to a 6 month timeframe (3 months prior to the event
and 3 months after the events). This timeframe was selected to observe whether there
was discourse about the events on the dread forum. The keywords selected for the
search during the timeframe are associated with hate speech, considered to be polar-
izing topics, and are not ambiguous when used in the context of hate speech. This

Table 1. Search terms used to identify relevant forum posts.
Search terms

october 7th, hamas, tree of life synagogue, el paso walmart, buffalo, christchurch mosque, us withdrawal from
afghanistan, club g, pulse night club, killing of matthew shepard, asian hate, gay, Igbt, female, muslim, racist,
feminism, jew, jewish, homosexual, hate, george floyd, pig, protest, masculinity, groom, woman, women, gun,
shoot, antifa, blm, nationalist, christian, catholic, nazi, supremacist, hindu, extremist, synagogue, church,
mosque, swastika, islam, and jihad
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allowed us to retrieve posts related to hate speech within the forum. Our initial
findings showed that hate speech was present during these timeframes, however the
hate speech observed were results from the search terms, while there were a negli-
gible number of posts obtained by using the names of the 7 events. The data collected
was utilized to answer the following research questions:

1. What are the themes present in hate speech related posts?
2. Which groups are being targeted within the forum (internally) and outside of
the forum (externally) by Dread users with hate speech?

Data Collection

The Dread forum is currently hosted on the Tor network which is part of the darknet,
and utilizes .onion web addresses instead of the conventional .com or .org addresses.
Accessing Dread on the Tor network was achieved using the Tor browser, a modified
version of Firefox designed to be compatible with .onion pages (Maras et al., 2023).
Utilizing a customized Firefox browser offers the added benefit of using browser
extensions that are created for the regular Firefox browser. When selecting an exten-
sion for data collection, consideration should be given to the format the data needs
to be collected in, and whether a manual or automated process is required. The
professional version of FireShot software which has a webpage-to-PDF capture function
was used. Dread data has been previously collected by Logie and Das (2024) and
they found that using a paid version of a browser extension ensures that you are
utilizing an up to date, well maintained extension, that allows web pages to be col-
lected and saved in multiple formats. We decided that PDFs would be the most
appropriate format to save the collected webpages. While we were able to collect
the data for our research without any issues, we acknowledge that the operational
lifespan of darknet research software is often limited; its future availability, compat-
ibility with the Tor browser, consistent functionality across all darknet sites, and
maintenance of current features cannot be guaranteed.

Following the recommendations of Logie and Das (2024) we created a Dread
account and observed the layout and features of the forum. These observations
included accessing several sub-Dreads and observing the available data and structure
of posts. We then utilized a list of search terms which included 7 highly publicized
events to retrieve posts written 3months before the event and 3months after the
event included any of the search terms (see Supplementary Appendix C). The Firefox
extension FireShot was used to save the posts as PDFs.

Data Parsing

The PDFs were arranged in folders based on the event associated with the data
collection. However, several events overlapped which created duplicate original post
records. We first converted the PDFs to HTML files using an Adobe script which
allowed us to utilize a python program created by Logie and Das (2024) to parse and
clean the data. Using the python program the original posts were extracted from the
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PDF and placed in a database. First the original post, name of the sub-forum, author
of the post, title of the post, and the file the data was parsed from was placed in
the “Original Post” database table. Our data collection from the 7 events resulted in
1,145 original posts being extracted from the HTML files.

Once the data was extracted from the HTML files, we started the data cleaning
process by removing duplicate posts. This resulted in 1,047 original posts being available
for coding and analysis. We then manually coded the data based on 10 themes; 8 hate
speech criteria and 2 environmental references. The criteria used to code environmental
references were: (1) “internal” if the target of the hate speech was a group or member
of the forum and (2) “external” when the target of the hate speech was a public figure
or an individual or group from the real world. We also coded the data based on an
author’s specific bias against a group or perceived group the target of the post belonged
to: (1) Religion (Anti-Buddhist, Anti-Catholic, Anti-Eastern Orthodox, Anti-Hindu,
Anti-Islamic or Muslim, Anti-Jehovah's Witness, Anti-Jewish, Anti-Church of Jesus Christ,
Anti-Multiple Religions, Anti-Other Christian, Anti-Other Religion, Anti-Protestant,
Anti-Sikh, and Anti-Atheism/Agnosticism), (2) Color (Anti-color of skin, eyes, and/or hair),
(3) National Origin/Ancestry (Anti-Other Race/Ethnicity/Ancestry), (4) Sexual Orientation
(Anti-LGBTQ+), (5) Sex (Anti-Female or Anti-Male), (6) Gender Identity (Anti-Gender
Nonconforming or Anti-Transgender), (7) Race (Anti-American Indian or Alaska Native,
Anti-Arab, Anti-Asian, Anti-Black or African American, Anti-Hispanic or Latino, Anti-Multiple
Races, Anti-Native Hawaiian or Other Pacific Islander, Anti-Other Race, and Anti-White)
and (8) Disability (Anti-Mental Disability or Anti-Physical Disability). These biases were
defined in Table 2 using the Uniform Crime Report's Hate Crime and Data Collection
Guidelines and Training Manual Criminal Justice Information Services (CJIS) Division
Uniform Crime Reporting (UCR) Program (2022). Two reviewers coded each category
for the data for the 10 criteria. Once the coders completed their coding independently,
the coders met to discuss any discrepancy in the coding.

Table 2. Bias categories defined by the uniform crime report’s hate crime and data collection
guidelines and training manual (2022).
Religious bias “A preformed negative opinion or attitude toward a group of persons who share the same

religious beliefs regarding the origin and purpose of the universe and the existence or
nonexistence of a supreme being, e.g., Catholics, Jews, Protestants, atheists” (p. 13)

Color bias “A preformed negative opinion or attitude toward a group of persons who possess common
physical characteristics, e.g., color of skin, eyes, and/or hair” (p.11)
Ancestry bias “A preformed negative opinion or attitude toward a group of people based on their common

lineage or descent” (p. 11)
Sexual Orientation “A preformed negative opinion or attitude toward a person or group of persons based on

bias their actual or perceived sexual orientation” (p. 15)
Gender bias “A preformed negative opinion or attitude toward a person or group of persons based on
their actual or perceived gender, i.e., male or female” (p. 10).
Gender identity “A preformed negative opinion or attitude toward a person or group of persons based on
bias their actual or perceived gender identity, e.g., bias against transgender or gender
nonconforming individuals” (p. 28)
Racial Bias “A preformed negative opinion or attitude toward a group of persons who possess common

physical characteristics ... genetically transmitted by descent and heredity which
distinguish them as a distinct division of humankind, e.g., Asians, Blacks or African
Americans, Whites” (p. 12)

Disability Bias “A preformed negative opinion or attitude toward a group of persons based on their physical
or mental impairments, whether such disability is temporary or permanent, congenital or
acquired by heredity, accident, injury, advanced age, or illness” (p. 9).
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After reviewing the coded data to resolve discrepancies between the coders, the
intercoder reliability score was calculated. The intercoder reliability score for the 1,047
original posts coded manually was 0.986 using the Holsti method. The authors then
rechecked the coded data and the datasets used in the content analysis to ensure
there were no errors in the data.

We then utilized Intellectus 360 Qualitative content analysis software to identify
themes in the original posts meeting at least one of the coding criteria. This allowed
us to not only identify posts which include hate speech, but also observe the other
themes present in posts containing hate speech on Dread. The results of our manual
and automated content analysis are presented in the following sections and include
examples of posts containing the coded themes.

Plan of Analysis

We utilized content analysis to answer our 2 research questions. We first identified
search terms associated with hate speech in the literature and hate-motivated inci-
dents since 2018 based on media coverage. Using these search terms and
hate-motivated events we identified posts that were likely to be hate speech.
Additionally, we attempted to identify posts with hate speech against members of
the forum (internal) or individuals outside of the Dread forum (external). Finally, we
analyzed not only the specific groups targeted by hate speech but also more generally
the issue discussed in posts that contained hate speech.

We built upon the lessons learned from other studies that have analyzed darknet
forums utilizing content analysis. Similar to prior studies that have relied on manual
and automated content analysis, this study combines these methods to first identify
instances of hate speech and then gain insight into the thematic elements of the
posts which contain instances of hate speech. There have been several studies that
employed social network analysis along with manual or automated content analysis.
We believe that the application of manual, and automated content analysis is enough
for identifying posts containing hate speech and themes linked to these posts on
the Dread forum.

Content analysis software has made significant progress in the use of Natural
Language Processing to draw inferences from text features which was not achievable
by this type of software in the early 2000s (Liddy, 2001). Utilizing software like
Intellectus Qualitative, Atlas TI, or Dedoose in qualitative analysis requires users to
check and refine the inputs provided to the software, and adjust the assumptions
used by the software to produce results. Content analysis software packages all need
to be used as tools with researchers carefully reviewing the results generated for
errors and inconsistencies. The input data uploaded to the software should be refined
by the researchers to improve the quality of the results generated by the software.

Intellectus Qualitative which is a new content analysis software was used to sup-
plement the results of the manual content analysis. Despite the proprietary and
protected nature of the models used to generate results, Intellectus Qualitative, like
other content analysis software, is required to function based on natural language
processing principles. First, any software utilizing a natural language process requires
the model to understand human language by analyzing grammatical structure, and
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the results should be generated based on the relationship between sentences and
their placement in paragraphs, along with their placement in the body of the text
(Frank, 2024; Umber & Bajwa, 2011). Additionally, Natural Language Processing also
takes into account the combination of keywords, emotions, symbols and concepts to
gain insight into key themes and identify excerpts from the text used to develop an
understanding of the text (Khurana et al., 2023; Liddy, 2001). For optimal results when
using a natural language processor, extensive data cleaning should be performed
before the data is processed. Researchers using natural language processing should
also conduct a thorough review of both data used as input and results generated by
the content analysis software at each stage of the process. This review serves to
assess the reliability of the process and its results, identifying any errors produced
by the content analysis software or introduced by input data containing errors.

In 2024 Intellectus Qualitative has been used in at least 6 research projects (Andrito,
2024; Bower, 2024; Frank, 2024; Gonzalez-Dogan et al., 2024; Meyer, 2024; Pepper, 2024;
Robinson, 2024). Intellectus Qualitative has been described as an “Al-driven auto-coding
technology” (Gonzélez-Dogan et al.,, 2024, p. 5). It is primarily designed to allow
researchers to analyze unstructured data by leveraging proprietary artificial intelligence
and machine learning models. While these models are used the company emphasizes
that the program results are a blend of human insights and machine learning to
improve a researcher’s qualitative results. Specifically, the program is capable of per-
forming inductive and deductive reasoning to conduct thematic analysis, coding, and
intercoder reliability. The training videos and the work from other researchers have
emphasized that regardless of the method used researchers need to check the codes
and excerpts extracted before utilizing the results. Some researchers only utilized
Intellectus Qualitative to generate themes and excerpts from the responses to particular
research questions from survey data and user generated codes inputted into the soft-
ware (Frank, 2024). In our research Intellectus Qualitative is used to identify themes
in the data coded by the researchers as hate speech. This will allow for a greater
understanding of the discussions that generate hate speech on the Dread darknet forum.

To conduct this analysis we utilize the 7 of the 9 steps recommended by Intellectus
Qualitative (2024) and implemented by Frank (2024): (1) Upload Data (2) Read and
reread qualitative data (3) generate codes by utilizing the auto inductive coding
feature (4) Adjust and refine the codes, code descriptions and check the excerpts to
ensure a match with the code description (5) Generate themes using auto theme
function (6) Adjusting the themes descriptions, number of themes, and codes included
in each theme (7) Conduct alignment of research questions and themes. This is similar
to the reflexive thematic analysis process developed by Braun and Clarke (2021). Hitch
(2024) applied the method by using Artificial Intelligence to perform reflexive thematic
analysis of newspaper articles using a 6 step process (familiarization, coding, devel-
oping initial themes, reviewing themes, refining themes, and analytic report).

When utilizing Intellectus Qualitative in our analysis only data coded as being hate
speech was used and the codes, themes, and excerpts were checked for accuracy
and whether they appropriately conform to the codes and themes generated based
on these results. The results generated were used to provide insight into the themes
of the discussions that hate speech was used in the Dread darknet forum. This was
especially important since users almost never referenced hate crime events which
were in the media during the timeframe the data was collected.
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Table 3. Frequency/distribution (%) of hate speech type in original posts coded as hate speech.
Target of posts

% of Total Internal &
Hate speech type posts External Internal External Not-ldentified
Religious 4.01 3 3 26 10
Color 1.34 1 4 5 4
National origin 2.10 1 2 13 6
Sexual orientation 4.1 1 19 13 10
Sex 0.86 0 0 8 1
Gender identity 1.34 0 1 9 4
Race 2.29 1 10 8 5
Disability 1.81 0 8 6 5

Results

Once the coding process was completed we found that of our 1,046 posts coded,
135 met at least one of our criteria for hate speech. While several new victim groups
have been identified over the last two decades based on platform and legal defini-
tions we limited our coding to: “Religion,” “Color,” “National Origin,” “Sexual Orientation,’
“Sex,” “Gender Identity,” “Race,” “Disability.” In addition, we also identified whether
particular hate speech posts were directed at other members of the forum (internal),
or individuals outside of the forum (external). The results of our coded data can be
found in Table 3. We found that approximately 13% of the posts coded meet at least
one of our hate speech criteria. Our results showed that when the target was an
internal, sexual orientation was used more than other types of hate speech coded,
and religious hate speech was used most when the target was external. Alongside
sexual orientation and religious affiliation, hate speech targeting race was used in
several Dread posts simultaneously targeting internal and external individuals or groups.

In the subsequent sections, we employ manual and automated content analysis
to address our two research inquiries. Overall, the results show hate speech in our
sample dataset of the Dread forum was used to target individuals and groups based
on their religion, race, gender, and sexual orientation.

What Are the Themes Present in Hate Speech Related Posts?

To help us conceptualize our first research question, the Intellectus Qualitative (2024)
content analysis software generated 3 themes after analyzing the content of the
original posts coded with one of the hate speech categories: “Hostility and
Discrimination,” “Ideologies of Division and Control” and “Online Platforms and
Extremism.” Hostility and Discrimination themed posts contained clear hostility, dis-
crimination and planned violence against groups based on their religion, gender, and
sexual identity. Additionally, there was a specific focus on members of the Muslim,
and LGBTQ+ community, along with certain perceptions about Israel. In one post
which embodied an element of this theme, a user stated “Today i got on twitter to
see kikes cry about a random jew getting hit in the head by a black and a pregnant
woman and a baby getting killed and some rockets being fired from Gaza. | am in
no way saying they deserved it or that | agree with the actions of the terrorists”
while another user complained about the Dread gay sub-Dread stating “Honestly, |
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don't know why this subdread even exists or is this a fucking joke (hopefully) and
who the fuck came up with idea creating this sub shouldn’t be alive. If you wanna
be gay don't fucking do it on dread social rejects” The second theme Ideologies of
Division and Control included narratives and beliefs based on discrimination, suprem-
acy, governance conspiracies, and population dynamics that aim to divide and control
societal structures. One of the posts tied to this theme was “As a massive jew hater
(Because they are the scum of the earth) I'm surprised not to see this sentiment on
here. We all know jews are scum. Hitler had the right idea, he just went about it the
wrong way!! | don’t like muslims, but | fucking hate jews more...” Finally, the last
theme identified in these posts was Online Platforms and Extremism which is the
exploitation of digital spaces to continue the propagation of extremist ideologies,
including antisemitism and conspiracy theories, to bolster radical beliefs and activities.
An excerpt from a post which demonstrated this theme was “The concentration camps
and deaths of some jews (likely around 300,000) was real.” These themes and asso-
ciated posts demonstrate that within the 13% of post coded as hate speech, there
is a particular focus on specific groups based on biases and multiple approaches
taken to convey everything from dislike to violent hostility to members of these
groups to other members of Dread.

Which Groups are Being Targeted within the Forum (Internally) and Outside
of the Forum (Externally) by Dread Users with Hate Speech?

There were a variety of findings regarding who was targeted within the forum (inter-
nal), who was targeted outside of the forum (external), and how the language changed
surrounding the offline events. Hate speech, with a focus on religious biases, was
predominantly directed at Jews. There were also some instances of anti-Islamic rhetoric
and language targeting faiths commonly associated with negative stigma, particularly
the Abrahamic religions and Hinduism. The primary distinction between internally
focused, religiously-motivated speech is that internal speech primarily consists of
negative stereotypes and perceived characteristics for the purpose of metaphor,
whereas external speech is predominantly composed of direct hate speech against
religious minorities. This was exemplified in cases where Jews were depicted as finan-
cially greedy and other examples that utilized negative language based on perceived
characteristics. External hate speech focused heavily on the conspiracy of Jewish
control of government and even discussing comments made in 2012 by Iranian Vice
President Mohammad Reza Rahimi, who falsely accused Jews and “Zionists” as expand-
ing the drug trade at an antidrug conference in Tehran (Erdbrink, 2012). The most
flagrant instances of antisemitic hate speech observed within the Dread forum orig-
inated from individuals’ deeply ingrained antisemitic convictions and their wish for
the extermination of the Jewish population (see Table 4, Example 4). Additionally,
there were conspiracy theories involving antisemitism that focused on political manip-
ulation, perpetuating the notion of “Jewish elites” These theories drew inspiration
from the Council of the Elders of Zion and other antisemitic literature that propagate
the myth of Jewish hegemony.

In addition to religious hate speech, hate speech directed at one’s national origin
was found to be more external versus internal and primarily targeted groups from



(panupuod)

AW “Kep K1aA3 appIns Bupiwwod Inoge yulyl | “Ise3 S|PPIN SIY} Woiy

213y HYs 3

9ABS 35E3|d "1YS JO ulesb e ueyl aiow yuom usi Uodssed siyj A1aunod Aw usia 01 adoing 01 06 uaad ued | ‘uiebe ydon| Aw o4 juswom
X35 ueadoing 393w | ued MoH "udwom ueadoiny yum buieyd poob 994 | ‘ueadoing a19m | YSIM | ¥IN| Aw dn4 Ise3 3|ppIN Y3} ey |

‘uiblo |euoneN D] Moj e aAey pue sisjoba ‘A|bn ase Aay3 ‘ssioba aue A3y ‘sassadulid aie A3yl yuiyy Asyl ‘pidnis jje aie A3yl ‘1se3 S|PPIW dY} Ul USWOM dley | |euldIXx] 8
‘buisiidn Jeyy ur paip smar ou ‘AjsnoudisAw 1eyy buippe ‘smar Aq payiels Sem /6L Ul UOIINJOASY YIAYS|Og Sy} 1eyl pawie)d

uibuo SY3 SI SIYL "ISIXS 1ou op A3y "ples lulwyey U ‘12Ippe ue si oym 1siuolz 3|buls Suo puy pue ydiessas ued oym ApogAue oy Aed |im uel| jo
JeuorieN ‘uolbiay dijgnday diwels| YL Swie| Siy ydieasal 01 saueyubip ubiaioy bupise ‘pies (wiyey Uy ‘apesl Bnip [e63))l 3yl JO [013UOD WY Ul DI SISIUOIZ BY]  [eUIRIXT £
"9J3Y1 palNg SI uew B mouy |[Im A1uIS1S Jo 153) Sy Joy Aquassed Aians pue
‘Sweu yuig Jnok yum paysew auolspeay e yum noA Aing ||,A3y] “uswiujoddesip pue saweys 3|qeseaqun 3yl Yim A1 0} aAaey Jabuo| ou
£3y1 1eY) pansIjal Ing uayoiquesY ‘nok puy |jIm syualed Inoj 'ssAge pjod ay1 olul sbunid pue “a3u JnoA punose 31 1nd ‘Ssoou e 313 ‘ados
e Anq ||,noA—ieaq 01 yonw 00} 3q |} A||eniuaAg 3ybiam d|qeieaqun sy} Japun noA ysnid o) Apeas ‘paam e 31| dn buidsaid uoissaidsp ayy
199} nok apisul daap Ing “jo 3q 01 bulob s J|asinoA |93 pue Buiulow 3|Buls A19Ad 3|IWS e} B IN0 Ydudim nop ‘Addey ag JaAau ||Im Noj
‘PUNOM 9XEe Pa1ddJul ‘paseasip INoA Jo Jiym e s19b ay puodas sy 1jog pue |iel uinl [|,2Y ‘nok yum swoy Anb yunip e 136 01 abeuew noA i
UaAS puy "Aemesanlb pesp e S| 21n1dNJIS SUOQ JNOA “UBW B O} [eANJeuUUN pue Auuedun 00| ,ssed, oym sajuues} usAj ‘nok Aq pasindas Ajsnn
9J@ U3\ "SI00p Paso|d pulyaq ddueseadde ysiinoyb inoA 1e ybne| spusaliy, INoA ‘noA Jo psweyse pue paisnbsip aie syualed Inojp ‘nok yoow
9jdoad ydeq Inok puiyag "psriesy-jjey pue padej-omi si 196 nok ,uonepiea, sy |y "uondapad sainieu Jo Aiaxdow apnid e ojul A1sbins
Ayuap| 19pusn pue sbnip Aq paisimMl uew |enxasowoy e aie noj 'sbba ou aney noA ‘saieA0 ou DAY NOA ‘QUIOM OU SARY NOA “UBWIOM B 3Q J9A3U |[IM NOA  [eUIDIXT O
ipeq ale sispey ||e jou jey) 3jdoad 3dujAu0d pue ulebe
9oey dweu poob e wses aAIb am ued moy sisides spiemoy padipnfaid ase jeyy sjdoad wouy bulk|ing pue sapniinie aAlebau Jo 10| B 196 | 1sper e Sy |ewidlx3  §
ma[ peap
e s| m3f poob Ajuo ay) ‘aiow smaf a1ey bupdNy | Ing ‘swijsny 1| uop | jikem Buoim ayy 1 1noge juam 1snf ay ‘eapl Wb Yy pey J3UH
uolbijay  winds aJe SM3[ MOUY ||B S\ "2I3Y UO JUSWIIUSS SIY) 935 0} Jou pasudins wi (Ylies Syl Jo wnds 3yl aie A3y) asnedag) Joley maf SAISSew e sy [eusalxy ¢
j92Ud|0IA 1nOYUM A|MO|S udWoM ueisy/ueadoina |nyanesq yum uonejndod uswom ueipuj
90e[daJ [[IM 3/WjiiSAI19)9P S4B USWOM UBIPU| jjijjwayl Isuiebe uoneujwidsIp [ed1pes 1iels 0] 19113 SI 1l 0S 9A[1I9)9P S48 USWOM Uelpu]
INg USWOM XDB[g 10 USWOM UBIPU| 3YI| | "USWOM UBISY JO ueadoini aq 01 pudaLyib Aw 1ayaid | "9AI1IRJSP Pue SAIUSUIS J9A0 dle Aoy
"xas aysoddo Hny 01 Juem juop A3y1 pue papuiw paso)d aie bunok Ajjeadss usWom uelpu| 1SOl\ USWOAN UeISY [Sy3/uesdoing papuly
uadQ yum wayy adejdas pue wayl suiebe ajeutwldSIq jiiiiid344NS LSNW AFHL ‘uewom bunoA uejpu| Jsuiebe wsides op [|IM AN Jem 3y} UIm
M 3 "NYIW dIdNLS JAILYAYISNO OL d3IddVIN 30404 34V AFHL TULNN X3S 3LISOddO OL 1DVHILINI INOQ LVHL H31HONYA HIFHL 1131
ey X3S SIN3HUYd NYIANI 1SOWINOTY WY | ‘GNIIY4THID V JAVH INOQ | 3SNVDIF AVS OS WY | "eIpul ul uswom ueisy ise3/ueadoing yum padejdai
10 |euonleN 9 01 paau A3y] "|eiaq)| opnasd pue sased 9s|e) Jo J3AO| ‘siabBIp pjob aie way) Jo 1SOW IsNEISG PIJeUIWIS 3] O PISU PIPU| Ul USWOM UBIpU|  [euIdlX] €
10619 e bulaq 1sn( | we 10 diApe Aue way) Jeau Bunes isnf sijiydAs 10+ A1y paldesuod aAey Aew | pauiom w,| ‘diowAue pueqsny
SIY pue J3yloiq J3Y 39S 01 Juem Juop | asnedaq J6 Aw yum dn bupjesiq uo buiuueid wi aisym uiod Sy3 1y “susidesowoy owoy SOy}
punole sem | 3snedaq d|qe} Y} 1B UOIIRSISAUOD o) ABS 0) JeYM MOUY USAS 1UOp | pue ‘pueqgsny siy 4ayloiq Jay +Ajiwey Jay yum J1ayiaboy

JUSTICE QUARTERLY 15

UoI1LIUALQ [BNXIS |le Jauulp peH ‘susides owoy [enxasowoy yiim aibe Luop | “suoseas snoibia1 01 anp ‘Je piemyme s pue owoy buibes e si usyloiq sb AW |eussx3 ¢
2oey {1 Inoge ob am pjnom moy ‘ybne| e 1snf sem pue UOWIWOD I0W Sem ALDIX0] uaym ‘piesje Buiaq inoyum 1abbiu
‘A13uap| Japuan Kes ued nok aiaym “ydeq skep pjo poob ay1 buibulq Inoge HulylaWOS Op PINOd IM JI uoleWIOUISIW Se pajage| bulaq buiyifians pue

X3S ‘U0lIRIUBLQ diysiosuad yum sabe xyiep ayy buiydeoidde aie mou pue palp aAey 1auidlul 3yl Jo abe uspjob syl 9y S|994 "9|doad paysemulelq yum pajjy
|enxas 40jo) 3oy Uys e isn( mou si 1ppal ‘dusymAiana sy Aanisod Apoq ‘1997 ‘WG ‘wisiulway iyl [je buisss w,| 490 Bupjel si ain3n) S9YOM Syl SYI| S|994  [eualx]

9po> yYdoads ey A JERER T ETEN] 1obie]  #
's19p0d> Aq paynuapl yoaads aley jo sajdwexy ‘y a|qel

—




16 K.LOGIEET AL.

Uo[1eIUBLQ |BNX3S iii skoq Aeb ap331] NoA apiy 03 IBYMON "asnge [eqiaA A¥aam Inok 1oy piemioy awod syobbey |y
sq ||eA JO XIS SE3E SN JO 1531 Y} ]| SHI04 PUB SIAILY YUM 1B 3S3ulyd 31 ued Aym & pied upan Aw asn Asuoy
yws 3sa9yd Buwls 91| punote bupjjem dn ydny Y1 Inys se eA Bupdny s1aydNyIYloW Sse [eswieo siydesd Ayuoy buppdny pidnis
uibuo noAk 01 Buiuiem Sy Aw si Siyl 1IN0 papuey sueq 3q ||IM 213y} 10 219y dn 1oe 01 Jou sheyuow ofew Ayyy Bupdny nok Buluiem we os |
|euolleN ‘I0j0) PE3IP UO SWOD[SM [93) P|NOYS SUOAISAS 2I3Y Y PJey Syl 3sn L,UOP 3M YO 10U SI SIY} | 1Byl ud pue siyl Jalu 213y sisod 1spel Jo 10| e Hulass we
syuey] “alp bunpny |im s1obbey asayy adoy | *s139fau |e1dos pealp uo 1 op bunpny yuop Aeb aq euuem noA j| "dAle g lUpINOYS gns
UoI1LIUSLQ [BNXIS s1y) buneasn espr yum dn awed yany 3yl oym pue (K|nyadoy) axol Buppny e Siy1 Si 40 SISIXS USAS pealpgns siyl AYm mouy juop | ‘AjIsauoH
Yz dAeY nok 3310y dYy) djew suawnd0op
Keb siy nok anJas 03 sasedaisd Jakme| Aw 3jIym weal uonesdapow 3y} o} sw ppe dn Aed suondo z aAey noA je aiay uolnesapow jo
uol1eluslQ |enxas uomusod Jnok wouy paldIAe bulaq Ajjedyjo aie noA diuayine noA 1J1A8 01 aAeYy [|Im | 3s|d Jo Aed 1snw s1o066ey nok jo |je xel Aeb e mou S| a1y}
213y} ob 01 s10q
10} uiod abny e 39s Jued | pue saduAIRYIP OIS YUM Suo11d9s syuswwod paised pue Adod aie wiayl Jo || 1| S 3PIS Y10 3yl Buizisnud
ey ‘uoibysy suewyn uoddns o eissni 1ioddns 1noge buiyiswos 1o 1eyy M3 [y syl 196BIU 1ISA0 pue JSA0 1UYS SWes Syl YIM P3|y SIUSWWOD dy) |[e S| Aym
"s19puab omy payidap 1 asnedsq Ing ‘auadsqo
pawasp 3q pjnom 1 3snedzaq jou abeiino xieds pnom anbejd ppIp Aw saisy pue 3jim Aw s3Iy ‘susije o[y Jdauold ay) skepemop ‘saidads
e SB pPalun |39} Sh Hew pue sn uyap 0} Pash Jey} saLepunoq |einjeu |je Bulln|g ‘QUOAIIAS 40} WIOU MU e se pasodwl S| ssauysiyealy jo
puny dyads A1aa e uaym si Buiyl poob e jou si Jeypn “(sseuyspealy umo A1sa Aw uo |3qe| e Ind suoAue 13| 01 asnyal | A|uo) 10U ueyl UYO
2I0W SUO A|I| [99) | pue ‘syealy aie a1yl 1eyl buiyy poob e sy ddeds sjes siyl apeaul uys|ng buiquinu-puiw jo ybnejsuo siyy 19| Juop
‘aseald ‘a43y 10U ‘1eY) YIIM Sw J3Yloq U0 i[enpIAIpUl 1Byl piemol uolisodsip snosuejuods JnoA Jo Uond3|Jal B 10 IDUIId JueISuod e
11 S| ‘9SIMdY|I| pue ‘Y2101d 3y} 40 sse Yl nok anlb Asyy Jayles noA pjnom ‘odeds 1ybiy e ul NoA Jo Juouy ul ssed 01 Sey dUOdWOS JI ‘A|9SI9AUOD)
[P O0ISA0 3AeY ABW | J01DB) JSYIO AUB JO ‘3IUSPYUOI-J|SS JO [9A3] JUaLIND INOA uo bBuipuadap Jo ‘(19]]amp peaig e 3q [|am A1an 1ybiw
oym pieaq Aybiw e yum apnp e 1o juabe y3qg Janoduspun ue bulag Jo 10adsns NoA apnp 1nd ue3Pd B S) JAYIIYM IO ‘USIMIS] Ul Nedly
B JO UBWOM B JO UBW B S)| J9YISYM :9DURISUl J0j) JO Juoly ul ssed 0] aaey noA woym uo Buipuadap passasseas AjJuelsuod 1l si 1o ‘Yinok
InoA ul julod SWOS 1e |[e 10} pUB 3DUO 3SOYD NOA SPNMUIIR UR 1l S| ;jUYd101D Y] JO SSe 3y} wayl aAlb nok op ‘(191eayy e 1o ‘aue| d e ‘uresy e
u1 1eas InoA jo no Huisb uaym AjedidAy) adeds ybiy e ul SUOSWOS Jo Juoly Ul ssed 0} dAeY Nok UBYM6E66L ‘Gnpd IYBI4 ;ydl01d 3yl Jo sse
Ayuap| 19pusn 9y) nok anb | op ‘ssed | se :a119nb1d Jo uonsanb y Y1013 Y3 SSe Y1 (Y2104 dY) J0 sse 3yl aAIb nok op :2119nbns Jo uonsanb y :uonsand

|eulaqu|

|eulaqu|

|eulaqu|

|eusalu|

|eulaqu|

|eusalxy

4

€l

cl

Ll

oL

6

9pod> ydaads d1eH 1d130X3 JueAd|RY

19618

#

‘panunuo) “t a|qeL



JUSTICE QUARTERLY 17

India and the Middle East. In Table 4, Example 3, the authors make claims about
Indian women, stating they must be “eliminated” or “replaced” and that they are
“defective” Similar, in Example 8, hate is expressed toward Middle Eastern women,
claiming they are “stupid” and “ugly.” This external hate speech directed at national
origin and sex was followed by notions of the great replacement theory, claiming
that these groups must be outright replaced with another more “desirable” group.

Hate speech directed at race and color were found both internally and externally.
This hate speech was found both targeting individuals and groups on Dread (internal)
and outside of the forum (external). Often, racially-motivated hate speech intersected
with national origin and color. The results show that when coding for race, individuals
perceived to be Black by the authors of these posts were often subject to hateful
rhetoric through harmful slurs such as the “n-word,” as seen in Examples 1 and 10.
This racist term, expressed at targets both internally and externally, is often used
within hate speech to dehumanize Black individuals. In the same example using the
“n-word,” negative sentiments around the Black Lives Matter movement were also
expressed.

Hate speech revolving around sexual orientation and gender identity was also present
in the data. Homophobic hate speech was more common than transphobic hate speech
within the posts coded as hate speech. Hate speech based on sexual orientation was
significantly more likely to be internal than external in the sample of posts in this study.
Interestingly, during the data collection timeframe, Dread was experiencing a divide
with the emergence of the “Dread gay sub-Dread.” The expansion into inclusivity in this
space has contributed to more instances of internal hate speech through the increase
in interaction between this subforum and the dominant traditional sub-groups.

Posts with hate speech based on gender identity framed transgender people par-
ticularly as “freaks” or attempted to denounce their identity or self-expression, par-
ticularly targeting transgender women. Transphobic or other gender identity based
hate speech on the Dread forum was also more likely to be targeting individuals and
groups outside of Dread (external) rather than members of Dread (internal). Whether
this is because of lower representation of transgender or gender non-conforming
individuals within this forum, or another influence, there were no posts found that
utilized gender identity or transphobic slurs as insults for internal forum interactions
during the data collection timeframe.

Discussion and Limitations

There is yet to be a significant amount of research regarding the language used on
the darknet and how hate speech manifests within it; therefore, this study contributes
to the field by showing a preliminary analysis of this topic. The exploratory nature
of this study was undertaken to analyze the trends in hate speech that occurred
within the Dread forum and how it related to offline hate events. The results of this
study indicate that hate speech most commonly appeared in terms of religion, race,
national origin, and sexual orientation as the main manifestations, with a variety of
similarities and differences found between the environmental references. Our study
identified several uses of hate speech in the Dread darknet forum. We found that
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hate speech manifested mostly in the form of religious, national origin, racial, and
sexual orientation, with ableist and other less common forms of hate speech, while
present, were not as prominent.

In the case of religious hate speech, these attacks were almost exclusively focused
on external targets and were mainly directed at the Jewish community using con-
spiratorial and murderous language. Additionally, we found other religious groups
being attacked using hate speech, notably the Muslim and Hindu communities, though
at a lesser frequency. Even with this type of hate speech being primarily external,
we still find very few posts on Dread which directly address hate crime incidents and
world events compared to social and legacy media discussions where this is a large
focus. Future studies should focus on how this external hate speech manifests in
public hate speech and how this is reflected in policy creation to protect or limit
certain populations.

Similar to religious hate speech, hate speech targeting national origin was found
to be externally targeting groups, specifically those from India and the Middle East.
When examining the occurrence of this form of hate speech, strong degrees of inter-
sectionality between nationality and sex were present, suggesting that women from
India and the Middle East are put at a particular disadvantage due to both their
nationality and gender. This finding related to intersectional discrimination builds on
previous research discussing the potential for online communities to create an envi-
ronment for intersectional harm (Powell & Henry, 2017).

Racially-motivated hate speech was more evenly distributed, including both internal
and external comments, as shown in Table 3. Through use of racist slurs such as the
“n-word,” our findings display the Black population to be the primary target. These
findings are similar to the literature which highlights how black individuals are most
commonly victimized through hate speech and hate crimes (Tynes et al., 2018). Exposure
to online racist slurs illustrate that racism persistently plagues marginalized groups,
particularly the Black community, online and offline. Cyber-racism exists as a continual
pipeline for racist remarks (Keum & Miller, 2017). Although the Black community was
not the only racial group targeted, it was the most consistently targeted racial group.

As demonstrated in Table 3, sexual orientation based hate speech had the largest
number of coded posts, directed at others in the Dread forum. This internal hate
speech was mostly driven by the establishment of the “Gay” sub-Dread during the
timeframe of the data collection. As a consequence, the forum administrators faced
hostility for authorizing the creation of the group. Additionally, a small number of
LGBTQ+ community members accused Dread of lacking inclusivity, particularly in
terms of LGBTQ+ representation among moderators and administrators. The inclusivity
of a gay subforum fosters a space for those deemed “different” and the threat this
poses to the status quo can manifest in the form of an increased number of posts
containing hate speech targeting members of the Dread community who are perceived
to be members of an out group and seen as infringing on or trying to change the
current majority group’s subculture.

We also observed several themes discussed in prior research concerning transphobic
hate speech online like Examples 6 and 9 in Table 4. The utilization of terms such as
“freak” and the “t slur” were present in addition to recurring themes of how trans-
gender people “corrupt” tradition. Example 9, in Table 4 describes people who are
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not cisgender men and women as “freaks” and that they “blur all natural boundaries.”
Example 6 in Table 4 also has this narrative referring to transgender people as a “cruel
mockery of nature’s perfection” Hate speech on Dread focusing on the perception of
transgender people interfering with tradition reflects a more gradual shift in certain
countries that have enacted several anti-trans laws over the last decade. The external
nature of gender identity based hate speech on Dread also functions to “silence”
transgender people who may want to become visible members of the Dread com-
munity. This type of silencing has been observed in prior research (Nyman & Provozin,
2019). While Dread has created the gay sub-Dread for inclusivity, gender based hate
speech has emerged simultaneously and has utilized many of the narratives found
on mainstream social media to oppose the integration of members of the LGBTQ+
community as visible members of Dread.

We also observed that the hate-motivated incidents that were used to identify the
particular data collection periods used in this study were not discussed by Dread
members. We found less than 5 posts about the incidence selected and in all cases
they were posts of news articles rather than user created content. The only post
related to these incidents that motivated discussion was a news article about the
Christchurch shooting being streamed on Facebook. While our research uncovered
the use of hate speech on the Dread forum, there was minimal discussion and inter-
action surrounding hate-motivated incidents as reported in mainstream media, indi-
cating that Dread’s primary purpose, as an illegal, financially focused virtual community
and criminal enterprise, remains the primary reason for its use. In other words, it may
be that the hateful rhetoric within Dread was based more in personal, subconscious
prejudice and within the context of their illegal business activity rather than a vora-
cious hate that would've been more apparent if they had reacted to the offline attacks.
This is consistent with the findings from Caines et al. (2018) who found that these
underground forums that are part of the underground economy use milder language
and are not as combative as the comment section of sites like Wikipedia or social media.

The results of our sampled timeframe also shows that approximately 13% of our
sampled posts were coded as hate speech, which is lower than the 25% found on
social media platforms (Kaakinen et al., 2018; Schmitz et al., 2024). Hate speech levels
on Dread may be limited by more specific sub-Dread moreration rules, which are
enforced more frequently compared to social media platforms which contain complex,
evolving content moderation standards. Alternatively, with popular social sites becom-
ing less moderated, such as X, and soon to be Meta (Duffy, 2025), the Dread forum
may remain an area where hate groups and hateful rhetoric may not become as
pervasive as social media platforms.

It is important to acknowledge the limitations of our study. First, we examined a
single darknet forum which was limited to a 3month timeframe for data collected
before and after 7 hate crime incidents. Without properly examining all the data on
the forum or comparing our results to other forums operating during the same time-
frame, we can only make conclusions about hate speech found on the Dread forum
during these specific timeframes and therefore it may be premature to generalize
this to the entirety of the forum. Second, we are only considering a predominantly
English speaking forum and only examine the content of English posts, meaning that
alternative forums including ones that use other languages are not covered in this
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study and deserve future attention. Additionally, our results are also limited to specific
types of hate speech, and we don't consider all possible forms of hate speech defined
in many of the social media community guidelines, which could result in a user being
banned from these platforms.

Future research should consider building on the findings of this study and fill in
the gaps where there are limitations. Future research should consider the examination
of other forms of hate speech on the darknet and how this speech is found generally
and not just surrounding certain events, while also examining a number of alternative
darknet forums. Additionally, further research should build on the internal-versus-
external divide to allow more nuance in understanding how hate speech manifests.
Finally, going beyond hate speech, offensive speech should also be considered as the
primary focus of future research on darknet forums. With our findings indicating that
hate speech appears less often on the Dread forum than social media platforms, it
is conceivable that offensive speech may manifest at comparable, or even elevated
levels, when compared to hate speech on the Dread forum.
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