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Abstract

The opioid epidemic, impacted from the proliferation of fentanyl, has added impetus
to the need to detect fentanyl, sources of fentanyl, and places where fentanyl and
drugs adulterated with fentanyl are available. Many darknet marketplaces (DNMs)
have rules that ban fentanyl. However, it is unclear how these affect the fentanyl mar-
ket. Using the AlphaBay DNM as a case study, we conducted mixed methods qualita-
tive research. We scraped and analyzed data from the AlphaBay I12P website using,
among other methods, content and social network analysis, to uncover hidden fen-
tanyl networks. Our research highlights the next evolution of darknet marketplaces
- the migration of DNMs from Tor to I12P and the methods that can be used identify
fentanyl networks, irrespective of where sites are: I12P, Tor, or multihomed on 12P and
Tor. Despite its ban in the Global AlphaBay Rules, our research revealed the sale of
fentanyl on the AlphaBay DNM. Unlike previous studies, our findings predominantly
revealed the covert sale of fentanyl on AlphaBay and predatory vendors selling illicit
drugs, which unbeknownst to buyers, contained fentanyl. To a lesser extent, our find-
ings identified the overt sale of fentanyl patches on AlphaBay. Although we exam-
ined only one DNM, the prevalence of the covert sale of fentanyl and the presence
of predatory vendors underscores the importance of research that decodes the lan-
guage of vendors who surreptitiously sell fentanyl or drugs adulterated with fentanyl
or other illicit substances. The results of our research can inform strategies aimed at
disrupting and dismantling DNM fentanyl networks.

KEYWORDS
AlphaBay, content analysis, darknet, drug trade, fentanyl, I2P, predatory vendors, social
network analysis

Highlights

e Fentanyl is sold on darknet marketplaces (DNMs) despite bans.

e Predatory vendors surreptitiously sell drugs laced with fentanyl on DNMs.

e Content analysis can be used to uncover covert language used by fentanyl networks.

e Social network analysis can be used to map fentanyl networks.

e Darknet research can inform strategies aimed at detecting and disrupting the illicit fentanyl

trade.
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1 | INTRODUCTION

Opioid-related deaths, impacted in large part from the proliferation
of illegal fentanyl [1,2], added impetus to the need to detect sources
of fentanyl and places where fentanyl is advertised, sold, purchased,
and/or otherwise traded, including spaces where illicit drugs are, un-
beknownst to users, adulterated with fentanyl. The opioid epidemic
and related overdose deaths eventually led to an increase in law en-
forcement attention to places where illegal fentanyl, its analogues, and
derivatives (hereafter fentanyl) are sold [3]. One of these places is the
darknet, which includes sites that are not accessible using traditional
clearnet search engines, such as Google and Bing, and can only be ac-
cessed using specialized routing software (e.g., Tor and I2P). Overdose
deaths and the law enforcement authorities increased attention on
fentanyl contributed to the banning of the trade of this illicit substance
on several darknet marketplaces (DNMs). This fentanyl ban is included
in the terms of use, rules, and/or community guidelines of these DNMs
as a prohibited item. For example, the second iteration of the AlphaBay
DNM banned fentanyl and fentanyl-laced/based substances in its
Global AlphaBay Rules (“N[o] fentanyl or fentanyl-laced/based sub-
stances even if it is done (‘correctly’). We no longer allow fentanyl or
substances laced/based on it due to buyer safety...”; November 2022).
While the exploration of the reasons for the fentanyl bans on DNMs
(e.g., increased law enforcement attention, concerns about overdose
deaths and substances adulterated with fentanyl, etc.) is beyond the
scope of this article, our work identifies the illicit fentanyl trade on a
DNM, AlphaBay, regardless of this ban.

Our study examines a DNM to detect the overt and hidden sale
of fentanyl and uncover hidden fentanyl networks. The objectives
of this article are threefold. Using AlphaBay as a case study, first,
this article identifies the ways fentanyl is illegally traded on the
site either overtly or covertly by carefully examining code words
that vendors and buyers use to signal that they are trading fen-
tanyl. Second, since fentanyl is often traded covertly, it discusses
the research methods applied in this darknet study and illustrates
new ways to conduct fentanyl-related research and detect fentanyl
on DNMs. Third, by applying social network analysis, the goal is to
identify the overt and covert sale of fentanyl connections between
buyers and fentanyl vendors on AlphaBay. The overarching research
question in this study is: How can fentanyl be detected on DNMs?
The results of our study can be used to fill the gaps in knowledge and
practice by informing law enforcement, digital forensic investigators,
policymakers, and practitioners about the novel methods required
for monitoring the trade in illicit fentanyl on the darknet, detecting
fentanyl vendors on DNMs, “decoding” the language used on these
sites, and understanding and predicting emerging threats relating to
fentanyl.

2 | LITERATURE REVIEW

The illicit fentanyl trade on DNMs is a topic of enormous impor-
tance for academics, public health officials, and criminal justice

practitioners due to the rapid increase in fentanyl-related overdose
deaths in the past few years. Nevertheless, the illicit trade of fenta-
nyl, especially the one occurring on DNMs, has remained an under-
studied topic. The lack of understanding of how fentanyl networks
communicate on DNMs serves as an obstacle in the identification
of these networks and the ultimate reduction of the illicit sale of
fentanyl. The below sections elaborate on the social relevance of
this topic and provide a brief overview of the limited research on
fentanyl and DNMs.

2.1 | The opioid epidemic, deaths, and fentanyl

In the United States, the significant rise of opioid-related deaths
led to its declaration as an epidemic and a national public health
emergency in 2017 [4,5]. Fueling the U.S. opioid epidemic and
public health emergency are novel synthetic opioids (NSOs), a var-
ied class of illicit opioids, including controlled substances (accord-
ing to the U.S. Controlled Substances Act of 1970 and subsequent
amendments) such as fentanyl, its analogs, and other non-fentanyl
synthetic opioids [1,2,6]. According to the U.S. Centers for Disease
Control and Prevention (CDC), fentanyl is considered “up to 50
times stronger than heroin and 100 times stronger than morphine”
and “over 150 people die every day from overdoses related to syn-
thetic opioids like fentanyl” [1]. In 2021, over 66% of the more than
106,000 reported drug-related deaths in the U.S. were attributed to
synthetic opioids; with fentanyl being predominantly responsible for
synthetic opioid-related deaths [2,6]. While fentanyl has legitimate
medical uses, its illegal manufacture, distribution, sale, and unregu-
lated consumption has contributed to the rise in overdose deaths in
the U.S. [7]. In mid-2023, the U.S. Drug Enforcement Administration
(DEA) posted on the homepage of its website that it had already
seized more than 40.5 million pills and 5600 pounds of fentanyl
powder [8]. The U.S., however, is not the only country experiencing a
fentanyl-related crisis, Canada, Australia, Estonia, Germany, Finland,
and the United Kingdom, among other countries, have experienced
increases in fentanyl-related overdoses and deaths [9].

The illegal fentanyl trade is not only deadly but also very prof-
itable for criminals because it is inexpensive and easier to manufac-
ture than other drugs, such as heroin. The same dose of fentanyl was
reported to be a fraction of the cost of the same dose of other opi-
oids, enabling distributors to “cut costs by over 80% by substituting
fentanyl for more expensive opioids” [10].

Further fueling the opioid epidemic in the U.S. and opioid crisis in
other parts of the world, are illegal drugs adulterated with fentanyl.
These fentanyl-laced drugs are also contributing to overdose deaths
[11]. Fentanyl is commonly mixed with heroin and other opioids [1].
Numerous individuals have been arrested in the United States for
selling counterfeit versions of oxycodone laced with fentanyl, which
resulted in overdose deaths of consumers [12-15]. In 2020, the
leader of a U.S. based drug trafficking organization, Aaron Shamo,
who was linked to the overdose deaths of more than 90 buyers who
consumed his counterfeit oxycodone pills laced with fentanyl, was
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sentenced to life imprisonment [16]. Other illegal drug manufactur-
ers and dealers are cutting their supplies (i.e., mixing their drugs)
with fentanyl because it takes very little to produce a high with
fentanyl, making it a cheaper option for them [17]. Heroin, cocaine,
methamphetamine, and ketamine users are often unaware that the
drugs they are consuming contain this dangerous additive [18-21].
Over the last few years, there have been numerous individuals who
died from overdoses from non-opioid drugs they purchased that
were laced with fentanyl [22,23]. Recent increases in cocaine over-
doses have been largely attributed to cocaine being frequently laced
with fentanyl [24-26]. In 2020, “[o]f [the] 980 cocaine deaths [in
New York City], 81% involved fentanyl” [27]. In January 2023, a fed-
eral court in Manhattan, New York, convicted a cocaine dealer, Billy
Ortega, for distributing cocaine laced with fentanyl that killed three
people in New York City on the same day [28]. The rate of increase
of the number of opioid-related deaths involving fentanyl shows a
worrisome trend and illustrates the need for proactive measures
to detect these drugs on the market and expedite law enforcement
intervention.

2.2 | Sources of fentanyl

China and to a greater extent Mexico are currently considered the
main source countries of the supply of illegal fentanyl and related
substances to the United States. [6] Until around 2019, however,
traffickers in China were considered the primary direct source of
fentanyl to the United States [29]. A DEA intelligence report re-
vealed that:

Effective May 1, 2019, China officially controlled all
forms of fentanyl as a class of drugs [...] The imple-
mentation of the new measure includes investiga-
tions of known fentanyl manufacturing areas, stricter
control of internet sites advertising fentanyl, stricter
enforcement of shipping regulations, and the creation
of special teams to investigate leads on fentanyl traf-
ficking. These new restrictions have the potential
to severely limit fentanyl production and trafficking
from China (p. 3) [30].

While China is still considered a primary source of the chemicals
used to produce fentanyl [31], actions taken by the Chinese govern-
ment to control fentanyl-related substances as well as the stricter
monitoring of mail in China, led to a shift in the primary direct source
country for the supply of fentanyl to the United States.

According to the DEA's 2020 National Drug Threat Assessment,
Mexico is now a more direct supplier of fentanyl to the United States
than China [6,32]. This DEA threat assessment report also identi-
fied the Sinaloa cartel and the Cartel de Jalisco Nueva Generacién
(CING) as groups trafficking fentanyl from Mexico to the United
States [30]. The Wilson Institute and InSight Crime likewise iden-
tified the role of these two cartels in fentanyl trafficking [33].

FORENSIC SCIENCES $ases

Mexican organized criminal groups primarily obtain the chemicals
they use for fentanyl production from sources in China [6]. Mexican
and U.S. law enforcement have seized large quantities of fentanyl,
fentanyl-laced opioids, and chemical precursors from organized
criminal groups operating in Mexico [6,30,34]. For example, in 2022,
Mexican military officials seized, among other things, 542kg of fen-
tanyl and more than 71,000kg of chemical precursors from a ware-
house in Culiacan, Sinaloa [35]. A year later, in February 2023, in
the same area (Culiacan, Sinaloa), Mexican authorities claimed that
they discovered “the biggest fentanyl pills manufacturing lab in his-
tory” and seized pressed pills, pill machines, and chemical precursors
that could be used to make fentanyl and other drugs [35]. Moreover,
Mexican organized criminal groups have illicitly traded counterfeit
opioids made to resemble 30mg oxycodone pills (“these tablets—
blue, round, stamped with ‘M’ on one side and ‘30’ on the other,
...[are] increasingly referred to on the streets as ‘Mexican Oxy’ or
‘M30s”) (p. 16) [6].

In India, traffickers have illegally manufactured fentanyl and fen-
tanyl precursors. According to a report from the Wilson Institute and
InSight Crime, “India—with its large chemical infrastructure—appears
poised to make an entry into the [fentanyl] market” [33]. Chinese
traffickers have also moved certain operations to other countries,
such as India [36]. Chinese and Indian traffickers of fentanyl precur-
sors operating from India have been linked to Mexican organized
criminal groups and/or affiliates [37]. Therefore, although Mexico
and China still remain key fentanyl source countries, “the flow of
fentanyl into the United States in 2019 is more diverse compared
to the start of the fentanyl crisis in 2014, with new source countries
and new transit countries emerging as significant trafficking nodes”
(p. 2) [30]. The trade of illicit fentanyl on darknet marketplaces fur-
ther diversifies fentanyl sources and complicates efforts to stop the

supply of fentanyl to the U.S. [30].

2.3 | Fentanyl and DNMs

Since the takedown of the Silk Road, which brought worldwide
attention to the darknet, research on DNMs has grown. Studies
have examined single DNMs (e.g., Silk Road [38,39], Evolution [40],
Dream [41], and the first iteration of AlphaBay [42]) and/or multiple
DNMs [43,44]. DNM studies used quantitative and qualitative re-
search methods examining vendor characteristics [38,39,45], market
structure [46], the variety, volume, and pricing of illicit goods and
services [47], and comments and ratings (or feedback) on vendors
and/or products [48]. Qualitative research on DNMs has included
interviews with DNM users [49-51], online surveys and question-
naires [52], ethnography [53,54], and content analysis [51,55]. Social
network analysis (SNA), which is used to detect and interpret social
ties among nodes (i.e., actors or entities and ties connect nodes to-
gether, varying in type, direction, and strength) [56], has also been
used to examine DNMs [57]. While the nodes in SNA often repre-
sent people, existing research demonstrates that this is not always
the case. Networks can represent various phenomena and nodes

85U8017 SUOLLLIOD @A 18810 3|cedldde 8Ly Aq peusenob e sajole YO ‘85N JO S9N 10} ARIq1T8UIIUO A1 UO (SUOTHIPUOO-PU.-SWLB 00" A8 1M ARe.d]1]Bul [UO//:SANY) SUORIPUOD pUe Swie | 8u18eS *[£202/20/TE] Uo AriqiTauliuo A(Im ‘eonsnt UL 100 Aer uyor Aq THEST 6207-0SGT/TTTT OT/I0P/W00™A8| 1M AleIq Ul |uo//SdiY WOy papeo|umoq ‘0 ‘620¥9SST



JOURNAL OF

MARAS ET AL.

FORENSIC SCIENCES 7222

can take many different forms - “a fact that is often ignored by ana-
lysts in their attempt to disrupt dark networks” [56]. In the field of
criminal justice, SNA has been used to address various criminological
questions and serves as a tool for law enforcement to identify high-
priority targets and structural vulnerabilities that may lead to the
disruption and dismantlement of criminal markets [58].

Darknet research examines various illicit goods and services,
predominantly illicit drugs [40,47,58], and to a lesser extent stolen
data [59], malware and hacking services [41,60], firearms [61], wildlife
[62,63], intellectual property [64], and counterfeit identity documents
[65,66] and money [67], among other DNM offerings. While there are
several studies that focus on drugs in darknet markets, there is lim-
ited research on DNM fentanyl markets. Broadhurst, Ball, and Trivedi
(2020), in their seminal study of fentanyl on DNMs in 2019, identified
303 fentanyl vendors on six DNMs (Empire, Valhalla, Wall Street,
Berlusconi, Tochka, and Dream Market) [44]. Out of the DNM 127,541
listings the authors reviewed, approximately 1118 included products
that contained fentanyl [44]. They also observed that one of these
DNMs, Dream Market, had a fentanyl ban. Nevertheless, fentanyl was
still actively sold on that site; the authors identified 48 fentanyl list-
ings [44]. Fentanyl has been banned on several DNMs [68-71], yet this
does not mean that fentanyl is not sold. Similarly, in 2018 and 2019,
Lamy et al. (2020) studied fentanyl and other novel synthetic opioids
on Dream Market and found 33 novel synthetic opioids for sale [68].
In addition, Lokala et al. (2019), also looked at the availability of fen-
tanyl and its analogues on two darknet sites, Agora and Dream Market,
while examining trends related to accidental overdoses in Ohio [72].
This study assessed the relationship between availability of fentanyl on
these two DNMs and unintentional overdoses in Ohio. The research-
ers identified a total of 866 fentanyl-related and 334 fentanyl analog-
related product listings on both DNMs [72]. Moreover, Negri et al.
(2021) studied the sale of carfentanil, an extremely potent drug (the
active ingredient in a tranquilizer used by veterinarians) on 19 DNMs
[73]. This study identified 181 listings for carfentanil and discovered 63
carfentanil vendors on 19 DNMs [73]. These studies involved quantita-
tive research. Novel qualitative analyses of DNMs can reveal essential
information about the illicit fentanyl trade, particularly the covert sale

of fentanyl, which cannot be identified by quantitative studies.

2.4 | The evolution of DNMs: Policy, practices, and
current shift from Tor to I12P

DNM sites have been shut down by law enforcement agencies,
scammers, hackers, and distributed denial of service (DDoS) attacks
[74]. Scammers have caused distrust in DNMs [73,75-77], particu-
larly because numerous DNM sites turned out to be scam markets
(e.g., Sheep, Atlantis, TorMarket, Empire, Andromeda, etc.), shutting
down the site before giving users advance notice and allowing them
to withdraw their cryptocurrencies [74]. Between 2010 and 2021,
the most common reason for DNM sites closures was exit scams
[74,78]. The second most common reason for a DNM site going of-
fline was a voluntary closure, often due to security reasons [74].

Unlike exit scams, DNM sites that voluntarily close notify users in
advance and afford them the opportunity to remove their cryp-
tocurrencies from the platform before shutting down (e.g., Agora,
Cannazon, White House Market, etc.) [79].

The shutdowns of DNMs and the rise in exit scams has led to
an overall distrust among DNM users. According to the Maras et al.
(2023), “the trustworthiness (i.e., a trait of being honest and reliable) of
vendors plays a critical role iniillicit transactions and the sustainability
of the illegal trade of goods and services, such as drugs, on DNMs” (p.
278) [69]. To ensure DNM continuity, site administrators determine
which trust signals are built into their platforms (e.g., escrow systems,
ratings and feedback mechanisms) to create feelings of user security
and build trust in what is essentially a zero-trust environment [75,80].
Consequently, DNM shutdowns led to an increase in security of new
and existing DNM sites and the protection of users. This increase in
security was driven by both the upper-level management of darknet
sites (i.e., administrators and moderators) and virtual communities of
practice (i.e., users of the sites, including buyers and vendors) in an
effort to improve the level of trust on DNMs [81]. Efforts to increase
security also included the prohibition of items that would likely draw
increased law enforcement attention to DNMs, such as child sexual
abuse material and fentanyl [70]. Additionally, the security features
of darknet marketplaces have evolved over time, with DNM user
input [69]. The increase in Tor DNM shutdowns by law enforcement,
competitors, and cyberattackers has led to the multi-homing of cer-
tain DNMs (e.g., AlphaBay, Kingdom, and Tor2Door) on I12P and multi-
homing of vendors on various DNM sites. Existing DNM research has
almost exclusively focused on Tor DNMs, except for a few technical
studies on 12P [82,83]. We examine a multi-homed DNM site on Tor
and I12P - namely, AlphaBay.

2.5 | AlphaBay: Then and now

AlphaBay was an active DNM site between December 2014 and
July 2017. The site was shut down following the arrest of co-
founder and administrator of AlphaBay, Alexandre Cazes (Alpha02;
deceased) [84]. A joint U.S. and Dutch investigation, led by the
U.S. Federal Bureau of Investigation (FBI), the U.S. DEA, and the
Dutch National Police, shut down two major DNMs in 2017, Hansa
and AlphaBay [85]. The agencies from the United States and the
Netherlands coordinated their takedowns of the sites. The Dutch
National Police took over the Hansa DNM, enabling them to con-
trol and surveil activity on the platform [86]. AlphaBay was sub-
sequently taken offline by U.S. law enforcement action. Following
AlphaBay's closure, many of the users of that site migrated to
Hansa, which at the time, was under Dutch control [87]. This ac-
tion provided authorities with valuable intelligence, particularly
about DNM buyers and vendors. At the time of AlphaBay's shut-
down in July 2017, Europol reported that AlphaBay had more than
250,000 illicit commodities listings [87].

In 2021, a new iteration of AlphaBay appeared. The founder and
administrator of this version of AlphaBay was DeSnake, who was
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purportedly the original co-founder of AlphaBay. DeSnake authenti-
cated his identity by signing his messages with the PGP key used by his
moniker on the original AlphaBay marketplace. As of December 2022, S
although this iteration of AlphaBay did not remotely have the same AIphaBay Marketplace Statistics
number of listings as the original site, it swiftly became a top DNM. As
of January 2023, AlphaBay had: 17,764 active members; 1,237,158 reg-

istered buyers; 49,163 active listings; and 16 listing categories (Figure 1).

Active Vendors: 17764

This site had 16 category listings: fraud; hacking and spam; malware; Reglste(eq Buyers: 1237158
drugs and chemicals; services; security and hosting; guides and tutorials; Active LISIIngSZ 49163
software; digital items; websites and graphic design; jewelry and pre-
cious metals; counterfeit items; carded items; automotive-related items;
legitimate items; and other listings. While drugs and chemicals were the
largest category on AlphaBay, fraud, guides and tutorials, digital items, -

hacking and spam, and counterfeit items, all had over 1000 listings.

Categories

Users attempting to access AlphaBay would first encounter an

“Anti-DDoS Firewall” if accessing the marketplace using the Tor link
(Figure 2A). Once the captcha was correctly entered within 60s, the Fraud
user was redirected to the login screen (Figure 2B). The user had one
final hurdle after correctly entering their marketplace credentials Hacking & Spam
and captcha on the login page. The user had to complete one more
captcha when using either the Tor or I12P version of AlphaBay's web- T 16
site (Figure 2C). Once the user completed the captcha successfully,

the user was given access to AlphaBay's homepage (see AlphaBay i
homepage in Appendix S1). Drugs & Chemicals

This DNM site boasted about numerous security features that

g = ~
[~ N (2]
4 [+ N
[ o =] -

were designed to allay users' concerns about their security and Services

safety while using the site and interacting with others. In 2021,

DeSnake posted announcements that acknowledged users' con- Security & Hosting 174
cerns about prior law enforcement actions and the millions lost by

AlphaBay users in the seizure of the first AlphaBay site. In announce- Guides & Tutorials 711
ment posts, DeSnake also delineated the measures taken to secure

the site, its users, and their money (e.g., DeSnake posted, “.. to all Software 31
the previous AlphaBay users buyers and sellers alike ... | know all of

you lost millions to seizure from Law Enforcement, this time around Digital Items

| have created a very well tested system called AlphaGuard which

ensures even if seizures happen on all servers, users will be able to Websites & Graphic Design
withdraw their funds, settle disputes and leave without a cent lost”).
While AlphaBay was multihomed on Tor and 12P, DeSnake informed Jewels & Precious Metals
users that the site would transition exclusively to I2P in the near fu-
ture. Nevertheless, in the beginning of 2023, Darktrain Express and .
Tor Times called AlphaBay a scam market and DeSnake, the admin- Counterfeit items
istrator of AlphaBay, was accused of engaging in an exit scam. Both

the AlphaBay I12P and Tor sites are no longer active and AlphaBay Carded Items

has been delisted as a top market on other clearnet and darknet sites

ive- 16
that provide information about DNMs. Automotive-related Items

Legitimate Items
3 | MAKING THE UNKNOWN KNOWN:
METHODS FOR REVEALING THE DNM Other Listings
FENTANYL TRADE ON TOR AND I12P

— —
o ® ~ =
- @

This section provides a summary of the data collection and analysis FIGURE 1 AlphaBay marketplace statistics and categories (as of
methods used in this study. We begin by describing the way data January 2023).

85U8017 SUOLLLIOD @A 18810 3|cedldde 8Ly Aq peusenob e sajole YO ‘85N JO S9N 10} ARIq1T8UIIUO A1 UO (SUOTHIPUOO-PU.-SWLB 00" A8 1M ARe.d]1]Bul [UO//:SANY) SUORIPUOD pUe Swie | 8u18eS *[£202/20/TE] Uo AriqiTauliuo A(Im ‘eonsnt UL 100 Aer uyor Aq THEST 6207-0SGT/TTTT OT/I0P/W00™A8| 1M AleIq Ul |uo//SdiY WOy papeo|umoq ‘0 ‘620¥9SST



JOURNAL OF

MARAS ET AL.

FORENSIC SCIENCES @

Anti-DDoS Firewall

Complete the challenge: Select the time shown on the clock image.

al sz 132udciSe3iokds
uth! Tungr2um’iS jo54 j2eid
~ VERIFY MAIN LINK ~~°%

50:5
9

| confirm the main link inside the clock image completely matches the link in
my URL bar.

Market

Registration successfull Please enter credentials you registered and make sure you are using your private usemame to login not your public name.

About Login: Use your private username to
login NOT your public name as explained on

registration page.

If page refreshes after you click Login, your

usemame and/or password has been incorrect

Shared Account Access

Anti-Phishing Check

ANTLPHISHING CHECK: To contwe,

Check Reas

ciow I ifferent,

Your PIN is ONLY for withcraws. f sk is asking for PIN on any other ield 10 confirn ANYTHING upon fogin or any page apartfrom wifhdraw page, then you are on a phishing ink.

a6

i i oo a5l s s W ki s s PO oo Gt

FIGURE 2 (a) Anti-DDoS firewall. (b) AlphaBay login screen. (c)
Anti-phishing check.

was collected from AlphaBay's 12P website, including the installation
and configuration process for I12P. We then describe our process for

scraping data from AlphaBay and creating a searchable database of

this marketplace's data. Finally, we discuss the qualitative methods
used in our study, including document analysis, review of historic
DNMs, interviews, conducting expert interviews and a focus group,
content analysis, and social network analysis. These qualitative
methods were used to uncover and analyze AlphaBay fentanyl net-
works and map AlphaBay overt and covert fentanyl vendors, as well

as predatory vendors.

3.1 | Configuring systems for I2P

Collecting data from an I2P website requires the installation of
compatible 12P software designed specifically for a user's operating
system. This software and the setup instructions for each operat-
ing system can be found on the official I2P project website (https://
geti2p.net/en/). Unlike onion sites, a pre-configured web browser
is not provided by the official I12P project to access websites on the
I2P network. Once the I12P software was installed, we configured
the proxy using the two options available. Presumably, using both
proxy installation methods does not have a negative effect on the
use of I12P; however, each method has certain advantages. Users are
not required to use both proxy configuration methods. The method
chosen should be based on the user's comfort level with browser
and proxy configurations, and the changes a user is allowed to make
to the system based on their operating system account's privilege
level. The first option available was using the manual provided by
the official I12P project to configure the browser settings. This pro-
cess was tedious and does not always achieve the desired outcome.
The alternative was to utilize a free browser extension available for
both Google and Firefox in their respective extension stores. The
researchers implemented a number of these free extensions for ac-
cessing 12P websites, and found that these extensions worked well
on Google Chrome, Chromium, Mozilla Firefox, and the Tor Browser.
All the extensions made for Google Chrome and tested were in-
stalled and function on the Chromium browser. The extensions
created for Mozilla Firefox were also installed and function on the
Tor Browser. Finally, once the extensions have been added and the
browser is configured, we configured our network's proxy.

The official 12P project provided configuration instructions
for both HTTP and HTTPS. However, we found no marketplace
using HTTPS and chose not to use this configuration option.
Once the network proxy was configured, we tested a number of
the 12P extensions and browser configurations. Our test showed
that while using several extensions, some browsers could only
access |12P websites when the proxy network configuration was
active. In contrast, we observed that other extensions with the
ability to specify how the browser should interrupt domains and
protocols could easily distinguish between clearnet, darknet, and
I2P websites. For our research, we preferred keeping the brows-
ers configured for accessing I2P separate from other uses, and we
selected extensions that limited access to non-12P pages. While it
is possible to collect data from the darknet marketplace using the
Tor network, to combat DDoS attacks these marketplaces have
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implemented layered security protocols that are not needed or im-
plemented on the I12P versions of these marketplaces. When using
the I2P version of most marketplaces, the only requirement was
to login to a DNM or to re-verify a user after the session timeout
by entering a user's credentials and the letters displayed in a static
captcha. This allows researchers to use a headless version of an
automated captcha program without using a browser to interact
with the website directly. Currently, Tor marketplaces normally
have multiple DDoS dynamic captcha features that need to be an-
swered correctly before a user can enter their login credentials.
The lack of these security protocols on I2P DNM websites creates
an environment that removes some of the obstructions to auto-

mated data collection.

3.2 | DNM data collection

Collecting data from a darknet marketplace hosted on I12P was simi-
lar to the process used to collect marketplaces hosted on Tor, some
minor but notable differences were observed during the collection
process. The first step in the data collection process was identify-
ing DNMs with a functioning I2P website. One way of ascertaining
whether a marketplace has an 12P address is checking a market-
place's Tor or onion link sites and marketplace aggregator sites
(e.g., Darknet stats, Darktrain Express, Tor Taxi, or Dark.fail). While
choosing a marketplace, we observed that several marketplaces
(e.g., Tor2Door, AlphaBay, and Incognito) currently have I12P web-
sites. However, operating practices and other factors may prevent
a user from accessing the marketplace briefly and intermittently
throughout the day.

For our research, AlphaBay was chosen as the marketplace for
observation and analysis. The reason for its selection was the very
stable uptime we observed during the observation period compared
to other marketplaces which were affected by several observable
intermittent downtimes during the day. For example, it was notice-
able that between Friday afternoon and Monday morning, except
for AlphaBay, many of these 12P marketplaces were offline for an
extended period. Additionally, Tor2Door, during 2022, had extended
downtime periods and was flagged by marketplace aggregators as
potentially exit scamming. A single collection of a large marketplace
could take days or weeks because of the built-in session timeout pe-
riod, and marketplace downtime could extend this time significantly.
Due to these factors, we decided to collect and examine AlphaBay,
which appeared to have very few downtime periods during the data
collection phase and was not flagged by marketplace aggregators for
unusual marketplace activities.

The data collection process started with accessing the market-
place using a virtual machine configured to access 12P sites utilizing
the Tor browser. Our first observation when accessing AlphaBay
was that the I2P site did not have the DDoS protection page, which
has become standard for Tor marketplaces. An examination of other
DNMs also revealed that while the CAPTCH login pages were still
present, none of the marketplaces had a DDoS protection page on
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their 12P sites. Next, we tested user credentials created using the
Tor version of AlphaBay and found that these worked without any
issues. We then examined the code structure on the marketplace
pages and found no noticeable differences between the Tor and the
12P marketplace webpages. The researchers then tested the pat-
terns used to identify data stored on the pages classified as category
listing pages, product pages, and vendor pages, which revealed that
for data collection and parsing, there were no differences between
the I12P marketplace website and Tor marketplace website web-
pages. Like all data collection processes, understanding the market-
place structure allows for the program's collection and parsing of the
data uniformly. The program used to collect the data was written in
JavaScript, while the data parsing program was written in Python.
While it is possible to write both programs in either language, the
JavaScript program was significantly more efficient at performing
several tasks faster and less error-prone for data collection. We also
found that the data parsing programs were simpler to program using
Python; hence the reason for the two programs being built in sepa-
rate languages. Efficiency and error-free collection and parsing are
critical given that the data collection program collects over 100,000
files per marketplace collection, while the parsing program gener-
ates over 175,000 records in the different tables from the market-
place collection.

Once we gained access to the marketplace using the 12P network,
we used the category weblinks as the starting point for our data col-
lection program. Using the unique pattern for the category weblinks,
we collected all the category pages and stored these HTML pages
as text files. The researchers then collected the product and vendor
pages using the weblinks collected from the category pages. These
weblinks are also identified by the patterns unique to vendor and
product weblinks. The vendor and product HTML pages were also
stored as text files, and screenshots of these pages were saved as
PNG files. We found that the category pages needed to be collected
first, the product pages second, and the vendor pages last. While it
would appear that there is no advantage to collecting product pages
before vendor pages, we found that some of the more questionable
items are removed by the site administrator or vendor hours or days
after being listed. Therefore, if the objective is to maximize the col-
lection of items on the DNM, the product page collection should be
prioritized.

Once the data was collected, a parsing program designed specif-
ically for the AlphaBay DNM extracts the data stored in the HTML
text files. The program read and parsed the data stored in the HTML
text files. The program can identify the type of page (vendor, cate-
gory, or product) by particular data, which is unique to each page
and present in all files of these types. This pattern matching was im-
plemented by using regular expressions to ensure the HTML page is
from the AlphaBay marketplace, then identifying the particular page
type. Once the correct page type was determined, the data stored in
the text file was sent to the correct module for data extraction and
placement in the right database table. In this article, we present our
findings relating to the identification of the illicit fentanyl trade on
AlphaBay.
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3.3 | DNM data analysis

We analyzed DNM data by conducting document analysis, a review
of historic sites, expert interviews, a focus group, content analysis,
and social network analysis. Each of these methods are explored
below.

3.3.1 | Desk research, DNM historic site review,
interviews, and focus group

First, we carefully reviewed government reports, academic litera-
ture, newspaper articles, and online forums to better understand
the fentanyl trade. We then conducted an in-depth review of his-
toric DNM sites (i.e., Silk Road, Silk Road 2.0, Middle Earth, Pandora,
Agora, and the first iteration of AlphaBay) made available from
Branwen et al. (2015) [88]. This in-depth review enabled us to iden-
tify the evolution of the fentanyl trade on DNMs and the common
vocabulary utilized by users of these sites across DNM platforms.
We then cross-checked our findings with the findings we obtained
during our expertinterviews and focus group with seven criminal jus-
tice practitioners who had extensive knowledge of drug trafficking
on DNMs (e.g., Federal Bureau of Investigation, Drug Enforcement
Administration, and National Cyber-Forensics and Training Alliance).
The goal of these discussions was mainly to verify and substantiate
the information we obtained from our own desk research on DNMs
and to identify the top DNMs where drugs, specifically fentanyl, was
bought and sold [69].

TABLE 1 Sample of covert words identified on AlphaBay.

3.3.2 | Content analysis

Second, recognizing the limitations of quantitative approaches, we
conducted a qualitative content analysis of the collected AlphaBay
data, to explore and identify unique covert language used by ven-
dors. We chose qualitative content analysis because we wanted to
understand the fentanyl trade and vendor language used on DNMs,
which is an understudied area of research that cannot be captured
using quantitative methodologies.

Our approach involved reviewing all AlphaBay categories, prod-
uct listings, vendor profiles/descriptions, and feedback. We did not
simply review opioid listings to identify synthetic opioids because
our desk research and review of historic sites revealed instances
where illicit drugs were placed in the wrong categories (i.e., not the
correct drug category and/or in a different category altogether); this
could be purposeful to avoid unwanted attention, accidental, or be-
cause of a lack of knowledge of the larger drug class of theiillicit drug.
We thus comprehensively reviewed AlphaBay data to first identify
the explicit use of the words fent, fentanyl, and misspellings of these
words. We discounted instances where fent free, no fent, or another
statement was made indicating that fentanyl and/or its analogues
were not for sale, with one exception: when buyers mentioned in
their feedback of a product and/or vendor that the substance they
purchased was adulterated with fentanyl and not as advertised. The
latter finding of fentanyl is not listed as the overt sale of fentanyl but
as a predatory listing as the vendors did not inform buyers that the
substance contained fentanyl. We subsequently reviewed our data

for specific covert words (see Table 1 for these words). As a quality

SNA category Covert words identified on AlphaBay

Roxy* roxicdone/roxy/roxycodone/roxy*** oxicodone** oxycodone** m30** blues** press** 30mg** pressed**

M30 m30*** oxy** oxycodone** reds** synthetic** opiate**

Mexico* mexican/mexico*** blue** m30** m30s** blues** popcorn** press** pressed** cartel** oxycodone** synthetic** opioid**
mexi-30** 30mg** china** white**

China china*** white** heroin** number 4** press** m30** oxy** pressed** oxycodone** superman** 90/10** poppy/synthetic**
mix/synthetic** synthetic** white/synthetic** c

Synth* synth/synthetic*** el nino** superman** heroin poppy** h** m30** china** lion** white**

Popcorn popcorn*** oxycodone** m30** pressed** m30s**

Smackers smackers*** m30** super** oxycodone** press** oxy** 30s** oxyocodone** pressed**

Press press/pressed*** m30** oxycodone** m30s** oxy** 30s** 30** milligram™* 30mg** mg** synthetic** opiate** (m30) **

Blue* blue/blues *** m30** oxycotin (s) ** oxycodone** 30mg** oxy** press** smackers** super** popcorn** pressed** synthetic**
opioid** 30s**

Purple Purple*** china** white** fent** synthetic** heroin**

Zeta Zeta*** oxycodone** m30s** press zetas**

Sinaloa Sinaloa*** press** m30**cartel** pressed** m30s**

30 30mg/30s*** oxy** oxycodone**

Cartel Cartel*** m30** blue** oxycodone™* oxy** press** pressed** m30s** popcorn**super** smackers**

Note: ***Primary covert words identified in listing. **In addition to the primary covert words in listing, the listing includes one or more of these

additional terms. *Multiple variations for primary covert word in listing.
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check for each result that contained more than one of the existing
or new code words, we reviewed each result. While this was a very
time-consuming task it was necessary to determine if it was plausi-
ble that fentanyl was sold and/or fentanyl was in the product sold.
Any listings with one or more of these covert words were further
reviewed and new covert words were identified. We cross-checked
any new words encountered (i.e., words that were not identified in
our literature review, by criminal justice practitioners in our expert
interviews and focus group, and not included in the DEA's list of fen-
tanyl code words [89] and other government reports) with clearnet
searches (including forums like Reddit) to determine if these words
were associated with fentanyl (see Table 1 3and the next section for
our findings).

To ensure intercoder reliability, we coded content separately,
and then reviewed and discussed the codes to verify consistency
in coding and resolve any disagreements. With respect to the buyer
and/or seller feedback, two coders reviewed the feedback for 2132
listings with an intercoder reliability score of 0.976 (calculated using
the Holsti method). The authors conducted a final review and quality

check of codes.

3.3.3 | Social network analysis

Third, using AlphaBay data, we conducted social network analysis
(SNA) to detect AlphaBay fentanyl networks and map data about
AlphaBay fentanyl vendors, including predatory vendors who sell
drugs adulterated with fentanyl without warning or advertising that
the drugs contain fentanyl. SNA was chosen because it captures
the social context of interactions [90] and measures observable re-
lations (i.e., informational or material links) between sites (i.e., loci
within which human interaction occurs). It enables us to “connect
the dots” by mapping out and measuring complex (and at times, cov-
ert) organizations and/or groups. Particularly, we used SNA to not
only identify the overt sale of fentanyl but also to identify covert
fentanyl sale and connections between buyers and fentanyl vendors
on this DNM.

There are various programs available to analyze social net-
works. In this study, we used Gephi 0.10 software. This program,
among other available software, was chosen due to its open-
source access, computational efficiency, and state-of-the-art fea-
tures. Using Gephi, we constructed bipartite networks that linked
vendors to trade listings across the AlphaBay database. In this da-
tabase, we created edge lists using Microsoft Excel that connected
vendors to the concentration of adulterated substances as well
as covert and overt fentanyl sales. Once created, these edge lists
were exported from Microsoft Excel in comma-separated value
(csv) format and imported into Gephi (version 0.10) as directed
networks. Once imported, we analyzed the association of code
words to that of 167 different vendors across 1422 total listings.
To protect the privacy of subjects, a random number generator
was used in the assignment of pseudonyms to vendors listed on
the network graphs.
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Using the Yifan Hu Proportional layout, sociograms were cre-
ated for five separate network analyses, including the sale of overt
fentanyl (Figure 3), predatory vendors and the sale of adulterated
products (Figure 4), sale of covert fentanyl (Figure 5), sale of covert
and overt fentanyl, and predatory listings with drugs adulterated
with fentanyl (i.e., fentanyl networks) (Figure 6), and the sale of co-
vert and overt fentanyl with predatory vendors (i.e., all networks)
(Figure 7). In these graphs, nodes were labeled and sized in accor-
dance to ranked degree centrality. Linkages between nodes were
then color-coded and edge thickness was made proportional to the
number of associations between nodes. The sociograms, which were
exported in Portable Document Format (PDF), are discussed in the
next section.

4 | RESULTS

Overall, we detected the overt and covert fentanyl trade on
AlphaBay. Regarding the overt trade of fentanyl, unlike many his-
toric DNM sites, fentanyl was no longer a subcategory of opioids.
On AlphaBay, we identified five vendors who explicitly offered this
illicit drug in either the product listings, category listings, or vendor
profile/descriptions (Figure 3). These vendors overtly sold fentanyl
patches (using the words “patch” and “patches”) (for select examples

of feedback on listings with overt fentanyl, see Table 2 below).

Vendor 11

Vendor 103

Fentanyl patch 37ugl Fentany! patch 12ugl Fentanyl patch 100ugl

QNTY AVAIL Unlimited
t QNTY AVAIL 1 - Unlimited

| QNTY AVAIL 15 - 50

Vendor 9

Vendor 84

China White* Fentany patch 50ugl Fentany patch 25ugl

QNTY AVAIL 1 - 10g QNTY AVAIL 2 - 983 QNTY AVAILS5 -6

LEGEND
Highly Connected
Label Font Size
Moderately Connected
Not Very Well Connected
Direction of
Relationship -
SNA Category Represented by Color
Strong Association
Edge Width
Moderate Association
Weak Association

FIGURE 3 Overt fentanyl sale.
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TABLE 2 Select examples of feedback for listings with overt fentanyl and products adulterated with fentanyl.

Vendor Buyer Listing Feedback Type of listing

Vendor 11 n****0 Fentanyl patches 12ug (Sandoz) professionally packed with very excellent stealth. Fast Overt fentanyl
delivery. and He added an extra one, Thanks!

Vendor 9 p****8 Discount: Fentanyl patch Top 10/10 Overt fentanyl

50x 12ugl Sandoz/Teva 150
Euro

Adulterated with
fentanyl

Vendor 148 p****4 Sniffed a bump, felt legit, however tested positive for
Fent on five different test strips against a control.

Please be careful

Supe Smackers M30 Oxycodone

Adulterated with
fentanyl

Vendor 85 n****u FE APPLE BATCH NO4 HEROIN

FENT FREE

Just 4days T2D, so very fast. Staff was average. With
a marquis test the solution turned purple, so there
is definitely H in there. However, it initially went
orange, meaning there might be some fent. The
potency is what you would expect from proper H
though, so not too concerning, but start small at first
to be safe... Effects are good: produces a nice nod
at higher doses, and at lower doses the product is
actually quite stimulating and euphoric. High quality
product

Adulterated with
fentanyl

Vendor 117 b****2 X10 Oxycodone M30 Mexican This shit will knock u the fuck outM30 was strong i
Supply believe it might be fent based on the way it knocked
me the fuck out and i didnt feel like getting up the
next day | had a goood sleep knocked out but it

satisfy the craving

Vendor 85 y****e ESCROW 20 CARTEL PRESSED | test them with testing strips for fenty and they came
M30S back positive made a dipsute with the vendor he

say they tested them professional and they dont
refunded the test strips so | said fuck it and ate a
little piece bc i spend my money then i didnt feel
anything so i ate almost a whole one then | feel
pretty good. the shipping was fast and they looked
solid | just worried Im risking my life for a high so just

beware

Adulterated with
fentanyl

The above network graph (Figure 3) presents the association be-
tween de-identified vendors and the sale of overt fentanyl products.
This network involved 33 listings that were linked to 5 different ven-
dors. Of these actors, Vendor 9 was found to have the highest num-
ber of listings in the network (20). The next highest concentration of
overt listings was that of Vendor 11 (6) followed by Vendor 103 (2).
These vendors were found to sell various forms of fentanyl patches
in different available quantities (gnty avail). For instance, Vendor 9
was linked to four different fentanyl patches including that of 12ugl,
25ugl, 50ugl, and 100ugl (note: these patches provide 12, 25, 50,
and 100 mcg doses of fentanyl, respectively). For these listings,
there were available quantities that ranged from 1 to an unlimited
number of patches. The remaining two vendors listed the availability
of fentanyl for sale in their product descriptions (as opposed to their
product or category listings). For this reason, we linked these ven-
dors to the listings that included the sale of fentanyl in the product
descriptions. Specifically, Vendor 84 was linked to four different list-
ings of China White that ranged from 1 to 10 grams. Finally, Vendor
50 was linked to a heroin listing that referenced an unlimited avail-
able quantity of the product.

Our review of AlphaBay data also provided confirmation of
the presence of code words associated with fentanyl, which were

identified in available literature, government reports, and by crim-
inal justice practitioners as indicating the presence of fentanyl (see
Table 1 above for sample of words). A case in point is the sale of M30s.
Law enforcement and even users of this DNM site (and other sites)
verified that M30 listings usually have fentanyl (e.g., on AlphaBay,
user c****s stated, “I've ordered m30's for 2 different people from ...
[*******] and both say his quality is unmatched by any other pressed
pill.  assumed they were fent..."). There were, however, vendors who
stated no fentanyl in their M30 listings. Nevertheless, we did find in-
stances in reviewers' feedback where vendors stating that they had
no fentanyl in their listings were accused of adulterating substances
that they were selling with fentanyl (e.g., AlphaBay, buyer h****w,
stated “Pills were pressed with Fent despite being advertised as
pharmacy authentic”). Buyers identified fentanyl either from using
fentanyl testing strips which indicated the presence of fentanyl in
the substance purchased or stated that the substance was adulter-
ated with fentanyl because of the way it made them feel or at least
they believed it was adulterated with fentanyl (e.g., AlphaBay buyer,
y****2, “Dope tested positive for fent, but | feel somewhat respon-
sible given that china white usually implies fent...”; see Table 2 for
some examples of listings where buyers claimed substances were
adulterated with fentanyl). In fact, we found listings where buyers
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tested their purchase of MDMA, Xanax, cocaine, methamphet-
amines, and opioids like heroin and found that these drugs were
adulterated with fentanyl (e.g., AlphaBay buyer, e****
not ketamine...tests positive for FENTANYL!”; AlphaBay buyer,

d****f, “looked like purple molly...but when | used a fentanyl strip it

s, “Definitely

tested positive twice...”; AlphaBay buyer, t****y, who purchased co-
caine, stated “tests positive for both meth and fent..."). The network
of predatory AlphaBay vendors that we identified based on buyer's
feedback is included in Figure 4.

The above network graph (Figure 4) presents the association be-
tween de-identified predatory vendors and the sale of adulterated
listings, which included drugs containing fentanyl (i.e., adulterated
with fentanyl or AWF), other known illicit substances (e.g., amphet-
amines) (i.e., adulterated with other known substance or AWOKS), or
unknown illicit substances (i.e., adulterated with unknown substance
or AWUS; substance is unknown because either buyer did not test
the substance or only tested for limited known substances, such as
methamphetamine and fentanyl). Of 138 total listings (identified
from the feedback), 95 (69%) were identified as being adulterated

[LEGEND

Highly Connected

Label Font Size
Moderately Connected

Not Very Well Connected
Direction of
Relationship —)

SNA Category

Represented by Color

Strong Association
Edge Width

Moderate Association

Weak Association

Predatory AWF Adulterated with Fentanyl

Predatory AWUS Adulterated with Unknown Substance

Predatory AWOKS | Adulterated with Other Known Substance

FIGURE 4 Predatory vendors' sale of adulterated products:
Listings with products adulterated with fentanyl (AWF), adulterated
with other known substance (AWOKS), and adulterated with
unknown substance (AWUS)].
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with fentanyl. These listings were associated with 44 different ven-
dors. Of those actors, Vendor 85 was found to have the highest
concentration of listings (19) that were adulterated with fentanyl.
The next highest concentration of listings involved Vendor 148 (6),
Vendor 36 (5), and Vendor 31 (4). In comparison, the average number
of associations between vendors and listings that were adulterated
with fentanyl was 2.2.

The examination of other listings resulted in the identification of
24 (17%) that were adulterated with an unknown substance. There
were 15 different vendors associated with these listings. Of these
actors, Vendor 8 had the most listings of drugs containing one or
more unknown substances (7). This actor was followed by Vendor
100 (3) and Vendor 85 (2). The remaining vendors all had one list-
ing. The average number of linkages to adulterated drugs with an
unknown substance was approximately 1.6. The remaining listings
(19) were identified as being adulterated with other known sub-
stances (these substances were identified through testing). These
listings were associated with 14 different vendors. Of these actors,
Vendor 28 had the most listings of drugs containing a known sub-
stance (4). This actor was followed by Vendor 44 (2) and Vendor 8
(2). The remaining actors all had one listing of a product adulterated
with a known substance. In comparison, the average number of as-
sociations between vendors and listings that were adulterated with
a known substance was 1.4.

Regarding the use of covert words by vendors, we identified
other terms - not identified in our original literature review and
historic DNM site research - that were associated with the sale of
fentanyl which we have included in Table 1. For example, the word
purple was used in conjunction with words that have been identi-

» o«

fied as linked to the sale of fentanyl (e.g., “synthetic,” “synthetic her-

n o«

oin,” “China White,” “Mexican Blues,” “Blues,” “press,” “pressed,” etc.).
The word popcorn was also used in listings along with other code
words associated with fentanyl (e.g., “Oxycodone M30 Popcorn” and
“Blues Popcorn M30 presses”). Buyers confirmed its link to fentanyl
(buyer f****r, “...its like a Fetty (M30 fent Mexican cartel presses that
taste like popcorn) had a baby with real pharma Roxicodone) so its
not just straight popcorn taste, it has the oxy taste too” [sic]; buyer
h****|, “Classic cartel popcorn blues...they smoke great probably fent
but they never said it wasn't...” [sic]; buyer g****3 stated that the
“Oxycodone M30 30mg Cartel Popcorn” purchased, “[t]ested pos-
itive for fentanyl”).

In addition, the word smacker was used in conjunction with other
known code words (e.g., “M30 super smackers”, “Super Smackers
“M30 Blues Super
Smackers,” “Supe Smackers M30 Oxycodone Pressed,” “Pressed
Oxycodone M30...These pills SMACK HARD!"). We did find the
word smackers in feedback. For example, one buyer stated “Fent

OxycodoneM30,” “Super Smackers 30s,”

based Oxys. Smackers. Recommended.” Moreover, the words cartel
(e.g., “Cartel M30” and Cartel Popcorn Press”), Sinaloa (e.g., “These
are the famous M30s manufactured by the Sinaloa Cartel”), Mexico

» o«

(e.g., “M30 Mexican supply,” “pressed pills from Mexico,” “Strength
of Synthetic China that Mexico Produces,” and “This is the most po-

tent synthetic china white manufactured in Mexico”) and China (e.g.,
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“Synthetic heroin imported from China”) were also used. Buyers'
feedback for certain listings with the word “cartel” included a few
reviews mentioning fentanyl in those drugs (e.g., buyer y****e, “I test
them with testing strips for fenty and they came back positive...”
[sic]; buyer j****9, “I don't have to worry about getting cartel fent
bombs...”; buyer t****5, “worth the extra money over the cartel
smackers”). The word cartel was also used in category and product
listings for other drugs (e.g., cocaine and methamphetamine) that
various cartels and organized criminal groups are also known for
selling. Nevertheless, when the code words we identified are used
with other known terms (e.g., “M30 and press” and “synthetic heroin”
and more combinations of words), it is possible that what is sold is
fentanyl. The network of AlphaBay vendors that covertly sell fen-
tanyl, which we identified based on the sample code words included

in Table 1, is included in Figure 5.

LEGEND

Highly Connected

Moderately Connected

Label Font Size
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Edge Width
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Figure 5 presents the association between the sale of covert fen-
tanyl and de-identified vendors. Of the 1046 total listings, 406 (39%)
were associated with M30 and 156 (15%) were linked to Smackers.
The next highest concentration of covert code words included Blue
(112), China (112), Press (106), and Mexico* (44) (Mexico has an as-
terisk “*” because the words Mexico, Mexican, and Mex were used
in listings; see Table 1). The remaining code words and associated
listings included Cartel (36), Popcorn (28), Synth (20), Purple (14),
Sinaloa (6), Roxy* (5) (Roxy has an asterisk “*” because the words roxy
blue/s, oxycodone, and roxycodone (mispelled) were used in listings;
see Table 1), and Zeta (1). The 1046 total listings were linked to 98
different vendors. Of these actors, Vendor 17 posted the most list-
ings (115). Of these connections, all (115) involved M30. The next
highest concentration of code words involved Vendor 68. This ven-

dor was associated with 103 product listings that involved Smackers.

FIGURE 5 Covert fentanyl sale.
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FIGURE 6 Fentanyl network: Overt
and covert fentanyl sale, and predatory
listings with products adulterated with
fentanyl.
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The remaining highest concentrations of listings involved Vendor 85
(76) and Vendor 98 (65). In comparison, the average number of con-
nections to listings across the network structure was approximately
10.7. The vendor with the most unique code word associations was
Vendor 154. This vendor was connected to 6 different covert SNA
categories including that of Cartel, China, M30, Press, Synth, and Zeta.
In comparison, the average number of covert code words that the
vendors were associated with across the network structure was ap-
proximately 1.5.

The entire fentanyl network we identified on AlphaBay is de-
picted in Figure 6. This network graph combines Figures 3 and 5
and the adulterated with fentanyl substances listed on Figure 4.
Altogether, this network graph presents the association between
de-identified vendors (152) and AlphaBay listings (1379), including
vendors that overtly and covertly sold fentanyl on this DNM site and
predatory vendors who sold drugs adulterated with fentanyl.

Finally, to provide a comprehensive view of our findings, Figure 7
depicts all networks we identified on AlphaBay (covert, overt, and
predatory) as presented in Figures 3-5, and showcases the asso-
ciation between de-identified vendors (167) and AlphaBay listings
(1422), including vendors that overtly and covertly sell fentanyl

and predatory vendors that sold drugs adulterated with substances

other than those advertised.

5 | DISCUSSION

Unlike prior studies that focused on the overt trade of fentanyl as
indicated in the listings [44,68,72], we identified the overt sale of
fentanyl outside of product listings and we identified covert listings
of fentanyl on AlphaBay. In fact, we found few instances of the overt
sale of fentanyl (less than previous studies [72,73]), when compared
to the covert sale of fentanyl and sale of adulterated substances
with fentanyl on AlphaBay. Like Broadhurst, Ball, and Trivedi (2020),
who found fentanyl sold on the Dream Market DNM despite the
site's fentanyl ban [44], we also found fentanyl sold on AlphaBay
despite its ban of this illicit drug. The DNM ban on fentanyl and in-
creased law enforcement attention to this drug has, at least in part,
made fentanyl markets and networks more secretive and closed (i.e.,
less visible). Specifically, many vendors have stopped using the word
fent or fentanyl in their product listings, category listings, product
descriptions, vendor descriptions, and vendor profiles.
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Instead, we observed numerous vendors introducing various
code words to indicate (or signal) that fentanyl is sold. Unlike pre-
vious studies, we used qualitative methods to identify the covert
language used by fentanyl traffickers. The covert language of fen-
tanyl traffickers on DNMs is not easily detectable and required
the authors to analyze scraped AlphaBay data systematically to
carefully identify these words. Even though it is possible that
fentanyl is sold by vendors who used these code words, barring
confirmation from buyers (in, for example, the feedback), which
we did not frequently encounter, or the controlled delivery of the
item to test the quality of the drug, we cannot say with certainty
that fentanyl is sold. We can only say that it is plausible that fen-
tanyl is sold where we identified more than one code word asso-
ciated with fentanyl. The more code words used, the greater the
possibility that fentanyl is sold. Recently, a vendor was arrested
that operated on several DNMs, including AlphaBay. This ven-
dor (narco710) was identified as selling Oxycodone M30 pills. In
the criminal complaint against the vendor [91], it was mentioned
that “cartel M30s” were covert words used to describe counter-
feit oxycodone and laboratory tests of the drugs that law en-
forcement purchased from this vendor through controlled drug

FIGURE 7 All networks: Covert and
overt fentanyl sale and predatory vendors.

delivery confirmed the presence of fentanyl in the drugs. Law
enforcement also identified “synthetic China” and “China white”
as covert words used to describe “synthetic heroin usually mixed
with fentanyl or other similar synthetic opioid drugs” (p. 19) [91].
Drugs purchased by law enforcement from listings using these
words confirmed that the drugs were adulterated with fentanyl
[91]. In our dataset, we had identified this vendor as a likely seller
of fentanyl based on the use of several commonly used covert
words in his listings (i.e., “cartel”, “China White”, “pressed”, “syn-
thetic”, and “M30").

Some of the new words and the words that were already identi-
fied by law enforcement agencies, in the literature, and government
reports in isolation do not alone point to the sale of fentanyl. For
example, the word “cartel” was also used in category and product
listings for other drugs (e.g., cocaine and methamphetamine) that
various cartels and organized criminal groups are also known for
selling. The word purple was also used in category and product list-
ings, as well as feedback. While this was listed as a code word for
marijuana (DEA, 2018), and we found it used in marijuana listings, we
cross-checked this information with clearnet sources and found that
U.S. law enforcement agencies' press releases included references
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to purple fentanyl [92] and “popcorn fentanyl” was included in a
2019 document from the Ontario Provincial Police [93].

Additionally, our findings, similar to the findings of U.S. law en-
forcement and government agencies [6], revealed that China and
Mexico remain source countries for fentanyl (with Mexico playing
a more prominent role) and are included as code words in drug list-
ings (e.g., China, Mexico, Mexican, etc.) to confirm sources of the
products. Mexican organized criminal groups were also mentioned
by AlphaBay vendors, particularly the Sinaloa cartel and Los Zetas.

We further observed that vendors either simply do not report
that their products contain fentanyl or falsely claim that their prod-
ucts do not contain fentanyl. Because fentanyl is much cheaper to
produce, vendors may fail to report fentanyl in their products and/or
falsely claim that their drugs are fentanyl-free. Unlike other fentanyl
studies, we identified these vendors on AlphaBay, which we labeled
as predatory vendors. We identified numerous predatory vendors
who sold drugs that contain fentanyl. Vendor narco710, for exam-
ple, was identified as a predatory vendor (e.g., buyer f****y of “New
1 GRAM F550 SYTHETIC CHINA WHITE”, “this was crap. had to
call paramedics due to fent in this shit...”). We identified predatory
vendors who sold drugs adulterated with other known substances
and unknown substances (e.g., buyer a****m of “7G COCAINE (HIGH
QUALITY)” said: “Fast shipping. Good stealth. Past Morris reagent,
but turned orange on the Marquisand Liebermann, so likely cut with
amphetamines...”; buyer g****k of “ketamine s-isomer sugar (1g-
225g) (us-us)” said, “...Reagent testing indicates POSSIBLE cut/ana-
log (maybe DCK?) but is positive for K...").

The results of our study can provide much needed insights into
the fentanyl trade on DNMs, which contributes to the ongoing opi-
oid crisis around the world and poses significant risks to public health
and safety. The results of our study can inform research and crimi-
nal justice practice by providing a better understanding of 12P (and
Tor) DNMs and information on how to scrape data from multihomed
DNM sites and build a database of DNM data, the latter of which can
be used to identify fentanyl sales and networks, key actors and major
players in the network, and the tactics and methods of operation of
these fentanyl networks. While it is understood that we cannot make
specific claims that DNM listings purporting to be fentanyl or listings
containing code words for fentanyl, are indeed fentanyl, this method-
ology can inform resource allocation to target the most serious threats
with U.S. criminal justice operations aimed at confirming the sale of
fentanyl and targeting the most serious fentanyl DNM vendors.

The forensic value of scraping DNMs can be significant. Scraping
allows law enforcement organizations to gather valuable intelligence
on fentanyl vendors, staff, and other users of the DNM, and the
DNM site. The scraping of data, such as monikers and PGP public
keys, allow law enforcement to track fentanyl vendors over time
and between different DNMs. This effort can be aided by using one
of several Tor sites that allow searching a vendor's PGP public key
and matching it to DNMs these vendors have operated on and the
products they have sold in the past (examples of Tor sites that allow
for searching a vendor's PGP public key across platforms include
sites such as Darknet Trust and Recon). This method can assist in

FORENSIC SCIENCES 2

determining if the vendor has overtly sold fentanyl in the past and
allow investigators to gauge whether it is probable that they have
shifted to covert listings using code words. Moreover, the even-
tual seizure and forensic disk examination of computer equipment
from fentanyl vendors are of high value, can confirm Tor browsing
[94] and DNM activity [95], and data can be matched to databases
compiled from the data scraping. This comparison allows law en-
forcement to link specific PGP encryption keys to specific dealers,
allowing attribution of the dealers' volume and variety of drug list-
ings, via their involvement in a specific DNM. Finally, the computer
equipment can be forensically examined to retrieve cryptocurrency
wallet addresses that may allow identification and location of illegal
proceeds and funds held by fentanyl vendors, enabling their seizure

by the government [96].

6 | LIMITATIONS

One main limitation to our research is that we can only identify ven-
dors and products linked to fentanyl when covert words are used
in category listings, vendor descriptions, product descriptions, and
product feedback. Absent the purchase and testing of the drugs
sold, we cannot verify that fentanyl is sold. Even the feedback from
buyers may not necessarily be accurate. In fact, DNM vendors
have accused buyers of falsely claiming that drugs contain fentanyl
or other substances to scam the vendors and receive their money
back. Vendors have also complained that competitors and buyers
who support these competitors leave negative feedback about the
vendors and their products (e.g., making false accusations about the
quality of drugs to steal customers). Dispute resolution mechanisms
on DNMs were designed to deal with issues like these, which arise
between vendors and buyers.

A second limitation is that the new words are continuously being
added to the list of words used by individuals in the fentanyl trade.
The words we included in this paper were a sample of code words
and were not exhaustive. We are frequently adding new code words
to our list based on our critical and careful examination of fentanyl
vendor and buyer interactions and DNM listings, product and ven-
dor descriptions, vendor profiles, and vendor and product feedback.

A third limitation concerns the completeness of our dataset.
We only used data collected from AlphaBay for the purpose of this
study, so the findings are based on the analysis of one DNM site
only. Moreover, on this site, the completeness of the data is only
guaranteed for the day that the data is collected. If items are listed
and then delisted (either by the vendor or the site administrator)
without having a sale between the days the data was collected, there
would be no record of the product ever being listed. It is unclear how
often listing and unlisting happens. However, like any online market-
place, items being delisted are possible and presumably occur. Also,
items listed covertly or overtly and sold through AlphaBay's messag-
ing system, the vendor's vendor shop, or a third-party app would not
be recorded on the marketplace. DNM researchers have hypothe-
sized that high-volume transactions on DNMs are conducted using
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a communication system that prevents the sale from having a public
record [97].

A fourth limitation of our research is that we formed our meth-
odology to collect (scrape) data from DNMs without having any di-
rect contact with users of the sites. As our research was only “read
only” it prevented us from gaining alternative forms of insight into
the markets that would have been possible by interacting with DNM
users. This limitation would not be experienced by law enforcement
agencies conducting undercover operations.

A fifth limitation of our research is the rapidly evolving nature
of DNMs on both the 12P and Tor networks. Participants of these
networks readily exchange information to improve user experience,
provide operational security against law enforcement and external
attackers, and improve reliability of drug purchases [81]. The results
of these efforts are constantly improving DNM sites, which strive to
thwart attempts to scrape the sites, analyze DNM data, attack the
sites, and counter the site's security mechanisms.

A sixth limitation of our research is the time of a marketplace
sign-in session. AlphaBay allows users to stay logged into a single
session for a maximum of 6 h. This prevented our program from run-
ning continuously. The effects of this interruption were minimized
in two ways. First, when the session timed out, the marketplace
sends the user back to the sign-in page to input their username and
password again. Second, the program was designed to keep track of
the links the program visited without collecting data and the current
link being visited. The program could use the last link visited to pick
up the collection process from the previous link visited if there was
any interruption in the collection process. This particular feature has
proven beneficial in minimizing the impact of disruptions to the col-
lection process. Finally, the list of uncollected weblinks is used to
attempt to collect the data the program could not collect due to a
session timeout or a disruption in the connection between the vir-
tual machine and the marketplace.

Overall, research on and investigations of DNMs present unique
challenges, particularly due to the difficulty that I2P and Tor create
in attributing users of DNMs to specific IP addresses [98]; the fre-
quency that DNMs are decommissioned and taken offline; the fre-
quency of new DNMs; the adoption of new code words for online
fentanyl sale; security protocols employed by DNM sites, such as
CAPTCHA systems and anti-scraping security techniques; and the
structural differences between different DNMs and updates made
to DNMs that result in the requirement of adjusting and updating
DNM scraping techniques.

7 | CONCLUSION

The rate of increase of overdose deaths involving fentanyl shows a
worrisome trend and illustrates the need for proactive measures to
detect fentanyl in DNMs and expedite law enforcement intervention.
Covert language used in the fentanyl trade is not easily detectable on
DNMs. To assist in this endeavor, we used mixed qualitative methods
to decode the language of fentanyl traffickers and detect fentanyl

vendors on the AlphaBay DNM. Our study not only revealed covert
words known by scholars, criminal justice practitioners, and govern-
ment officials, but also revealed unknown and not widely known
covert words associated with fentanyl (e.g., synthetic heroin, press,
purple, cartel, and popcorn). We used these qualitative methods to
learn the language used by fentanyl vendors, and identify and map
hidden fentanyl networks on AlphaBay, as well as reveal predatory
DNM drug vendors, who sold drugs adulterated with fentanyl, other
known substances, and unknown substances. The results of our study
can be used to inform strategies to detect fentanyl vendors, uncover
hidden fentanyl networks, and dissolve these networks.
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