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9 We are going to talk about:
Crime
Hackers
The Internet
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9 Disclosed Incidents

Blackmail Other

Deceit Link Spam

Unknown
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Countries which the U.S. maintains diplomatic relations, but does not have
extradition treaties with

[ ] Countries which have neither diplomatic relations nor extradition treaties m E I 2 S

with the U.S.
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Evasion Techniques

® Compromised hosts

® Open WiFi
— Public Networks

— Home / Corporate
Networks




S
Phishing

9 Goals
Monetary Theft
Identity Theft

9 2007 — $3.2 Billion Lost
3.6 Million adults in the US

* Source Gartner
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9 Software Robots
Autonomous

Command and Control
IRC

9 Complex
“Conficker” currently has estimated 9,000,000 hosts

o Capable of 10 billion spam messages / day
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<3 Estonia and Russia | A cyber-riot | Economist.com - Microsoft Internek Explorer
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a Techworld - Cyber attacks knock out Georgia’s Internet presence - Microsoft Internet Explol
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orgia's Internet presence
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Hackers, perhaps affiliated with a well-known Russian criminal netwark, have
attacked and hijacked Web sites belonging to Georgia, the former Soviet republic
now in the fourth day of war with Russia, a security researcher claimed Sunday.

Hawve your say! |

Sore Georgian government and commercial sites are unavailable, while others may have been hijacked, said
Jart Armin, & researcher who tracks the notorious Russian Business Metwork (REM), a malware and criminal
hosting network.

"Many of Georgia's Internet servers were under external control frorn late Thursday,” Armin said early Saturday
in an entry on his Web site. According to his research, the government's sites dedicated to the Ministry of

Foreign Affairs, the Ministry of Defense, and the country's President, Mikhail Saakashyili, have been blocked
4
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9 “Insiders”
Generally trusted
Easy access to resources
Know how the system works
Understand data

9 Goals
State / Military
Economic
9 Trade Policy / Secrets
Corporate
9 Acquire competitive advantage
9 Fraud




KERVIEL, JEROME

Middle Office
Société Générale

Cragtes a false portfolio and begins issuing trades circumventing credit and trade size
controls (late 2008).

r Flag: Failure to detect inappropriate access or 500 violation.

Periodic access reviews and 500 policy enforcament were ingffective or nat in phace.
Transfars to front office as a trader (2005).

P Flag: Failure to de-provision access.

Kenvigl may have retained Gooess 10 GCoounts
he nolongerneeds while he also gains new
acoess nghts — the combined privileges create
a Separation-ofDuty (SOD) vielation.

Enters fabricated “offsetting " trades befora nightly
reconciliation concealing his fictitious trade positions
(throughout 2007).

Flag: Inadequate user activity logging/monitoring

Limited visibility into system activity by business

& Busineess Role

@ becess o Sansifive
Systams & Datn LOW,

@ tooess Pelicy Violations
® Cumency of
Management Revies

MEDILIA

E Court orders Kerviel
to jail to await trial

{Feb. 2008).

HIGH

RISK SCORE = 125%

Kerviel starts work for ‘
Sociétd Géndrale in the
campliance and contral
section of the bank's

middla office (2000).

management enables palicy wiolations and
SUSPICIONs activities to continue unastectad.

Y @ Misappropriates names and

passwords of colleagues to
rmask his fraud.

r Flag: Insffactive user
authentication and identity
risk management

Without strong authentication,
Société Génédrale is unableto
prevent the rogue re-use of
passwords, Quantifying iden tity
risk would have highlighted

P- sudden increases in risk scores for
other users based on Kerviel’s
rogue activity.

Cutmansuvars trading risk control

Forges trade acknowledgemeant from framewaork.

Dentsche Bank that goes unconfimead,

triggering an investigation {Jan. 2008). Flag: Inaffective IT risk

Pb Flag: Weak access contrals and ! mepagement
Activity maonitoring. An identity risk management
Socid Géndrale s et torely upon extemal i S Son orne
?”E\? 0 f?-‘i'frl' - & ONgQOING TRaLd rather than | that would have been difficult for
eirawn controls. | Kerviel to subwert.
r,
@& Business Role
MEDILISA
L lomhénnnsﬂh'a i
Siyskems & Dan Lo HIGH
Société Générale loses §7.2B after :
unwinding the fraudulent trada ® Loess Policy Vioktors !
positions (Jan. 24, 2008). & Curency of RISK SCORE = 350%

Mmagement Review
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OWASP ESAPI
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Custom Enterprise Web Application
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Existing Enterprise Security Services/Libraries
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; Bypass a Path Based Access Control Scheme - Microsoft Internet Explorer
Fle Edt \iew Favortes Tools Help

&

%4y Local intranet

! Address €] http://locahost/WebGoat/attack *Screen=5&menu=210 - e
-
DWASP WebGoat W51
Admin Functions Restart this Lesson
General
Coda Quality The "guest’ wser has access to all the files in the lesson_plans directory. Try to break the access
Concurrency control mechanism and access a resource that is not in the ksted diractory. After selecting a file to
Unvalidated Parameters view, WebGoat will report if access to the file was granted. An interesting file to try and obtain
Access Control might ba a fila like tomcat/conf/tomcat-users.xml
Using an Access Controd
Matrix Current Directory is: C:\WebGoat-5. 1\tomcat\webapps'WebGoat\lesson_plans
Bypass a Path Based Access
-:-T-ru o Schame Choose the file to view:
LaB: Role Based Access AccessControlMatric.htmil £
L LU BackDoors.html
pE BasicAuthentication.html
e BlindSqlInjection.html
SEags 2: ASd Buginesy Layer
e BufferCwverflow. html
ChallengeScreen.html
ClientSideFiltering.htmil
ClientSideValidation.html | View File
Commandlnjection.htmil
ConcurrencyCart.html
CrossSiteScripting.html
CSRF .html
DangerousEval.htmil
DBCrossSiteScripting.htmil
ek % iy A |DESdLInjection.html -
Insecure Storage
Darual of
Insecure Cx
Web Services Viewing file: CiVWebGoat-5.1 tomeat\webapps\WeabGoat\lesson plans bt




Learning

9 Hacking Challenges

9 Education / Tools
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