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Hello…

I am:
– Steve Antoniewicz
– Security Researcher
– Technologist
– Certified in a bunch of stuff
– Employed by 

NET2S / British Telecom

We are going to talk about:
– Crime
– Hackers 
– The Internet
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Quiz!
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Motivators

Disclosed Incidents

* Source: http://www.xiom.com/whid
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Evasion Techniques

Foreign-hosted servers

Countries which have neither diplomatic relations nor extradition treaties 
with the U.S. 

Countries which the U.S. maintains diplomatic relations, but does not have 
extradition treaties with
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Evasion Techniques

Compromised hosts

Open WiFi
– Public Networks
– Home / Corporate

Networks



Phishing

Goals
– Monetary Theft
– Identity Theft

2007 – $3.2 Billion Lost
– 3.6 Million adults in the US 

* Source Gartner



Phishing

Email 
Address 

Harvesting

Scam Page 
Design

Email 
Design



Phishing
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Botnets

Software Robots
– Autonomous
– Command and Control
– IRC

Complex
– “Conficker” currently has estimated 9,000,000 hosts

Capable of 10 billion spam messages / day



Botnets

* Source Wikipedia
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DDoS for Cyber Warfare

RBN v Estonia

RBN v Georgia
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Insider Threats

“Insiders”
– Generally trusted
– Easy access to resources
– Know how the system works
– Understand data

Goals
– State / Military
– Economic

Trade Policy / Secrets

– Corporate
Acquire competitive advantage
Fraud



Rogue Trader - $7.2 Billion Loss



Demo
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OWASP ESAPI
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OWASP WebGoat



Learning

Hacking Challenges

– http://www.hackthissite.org
– http://www.dareyourmind.net

Education / Tools

– http://www.owasp.org
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Q+A
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